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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types of
ISO documents should be noted.

IEEE Standards documents are developed within the IEEE Societies and the Standards
Coordinating Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE
develops its standards through a consensus development process, approved by the American National
Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve
the final product. Volunteers are not necessarily members of the Institute and serve without compensation.
While the IEEE administers the process and establishes rules to promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the
information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details of any
patent rights identified during the development of the document will be in the Introduction and/or on the ISO
list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following URL: www.iso.org/
iso/foreword.html.

ISO/IEC/IEEE 8802-11 was prepared by the LAN/MAN of the IEEE Computer Society (as IEEE Std 802.11-
2016) and drafted in accordance with its editorial rules. It was adopted, under the “fast-track procedure”
defined in the Partner Standards Development Organization cooperation agreement between ISO and IEEE,
by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 6,
Telecommunications and information exchange between systems.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 8802-11:2012), which has been
technically revised.

Alist of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO website.

© IEEE 2016 - All rights reserved
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Abstract: Technical corrections and clarifications to IEEE Std 802.11 for wireless local area
networks (WLANSs) as well as enhancements to the existing medium access control (MAC) and
physical layer (PHY) functions are specified in this revision. Amendments 1 to 5 published in 2012
and 2013 have also been incorporated into this revision.

Keywords: 2.4 GHz, 256-QAM, 3650 MHz, 4.9 GHz, 5 GHz, 5.9 GHz, 60 GHz, advanced
encryption standard, AES, audio, beamforming, carrier sense multiple access/collision avoidance,
CCMP, channel switching, clustering, contention based access period, Counter mode with Cipher-
block chaining Message authentication code Protocol, confidentiality, CSMA/CA, DFS, direct link,
directional multi-gigabit, dynamic allocation of service period, dynamic extension of service period,
dynamic frequency selection, dynamic truncation of service period, E911, EDCA, emergency alert
system, emergency services, fast session transfer, forwarding, GCMP, generic advertisement
service, high throughput, IEEE 802.11™, international roaming, interworking, interworking with
external networks, LAN, local area network, MAC, management, measurement, medium access
control, media-independent handover, medium access controller, mesh, MIH, millimeter-wave,
MIMO, MIMO-OFDM, multi-band operation, multi-hop, multi-user MIMO, multiple input multiple
output, network advertisement, network discovery, network management, network selection,
noncontiguous frequency segments, OCB, path-selection, personal basic service set, PHY,
physical layer, power saving, QoS, quality of service, quality-of-service management frame, radio,
radio frequency, RF, radio resource, radio management, relay operation, spatial sharing, SSPN,
subscriber service provider, television white spaces, TPC, transmit power control, video, wireless
access in vehicular environments, wireless LAN, wireless local area network, WLAN, wireless
network management, zero-knowledge proof
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at

http://standards.icee.org/IPR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards Docu-
ments

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose; non-
infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims
any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied “AS IS and
“WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http:/ieeexplore.ieee.org or contact IEEE
at the address listed previously. For more information about the IEEE SA or IEEE’s standards development process,
visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE-SA Website at http://standards.ieee.org/about/
sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is willing or unwilling to grant
licenses under patent rights without compensation or under reasonable rates, with reasonable terms and conditions that
are demonstrably free of any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.11-2016, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area network—Specific
requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications.

This revision gives users, in one document, the IEEE 802.11 standard for wireless local area networks
(WLANS) with all of the amendments that have been published to date.

Incorporating published amendments

The original standard was published in 1997, revised in 1999 with MIB changes, and reaffirmed in 2003.

A revision was published in 2007, which incorporated into the 1999 edition the following amendments:
— IEEE Std 802.11a™-1999: High-speed Physical Layer in the 5 GHz Band (Amendment 1)

— IEEE Std 802.11b™-1999: Higher-Speed Physical Layer Extension in the 2.4 GHz Band
(Amendment 2)

— IEEE Std 802.11b-1999/Corrigendum 1-2001: Higher-speed Physical Layer (PHY) extension in the
2.4 GHz band (Corrigendum 1 to Amendment 2)

— IEEE Std 802.11d™-2001: Specification for operation in additional regulatory domains
(Amendment 3)

— IEEE Std 802.11g™-2003: Further Higher Data Rate Extension in the 2.4 GHz Band (Amendment
4)

— IEEE Std 802.11h™-2003: Spectrum and Transmit Power Management Extensions in the 5 GHz
band in Europe (Amendment 5)

— IEEE Std 802.11i™-2004: Medium Access Control (MAC) Security Enhancements (Amendment 6)
— IEEE Std 802.11;™-2004: 4.9 GHz—5 GHz Operation in Japan (Amendment 7)

— IEEE Std 802.11e™-2005: Medium Access Control (MAC) Quality of Service Enhancements
(Amendment 8)

A revision was published in 2012, which incorporated into the 2007 revision the following amendments:
— IEEE Std 802.11k™-2008: Radio Resource Measurement of Wireless LANs (Amendment 1)
— IEEE Std 802.11r™-2008: Fast Basic Service Set (BSS) Transition (Amendment 2)

— IEEE Std 802.11y™-2008: 3650-3700 MHz Operation in USA (Amendment 3)

— IEEE Std 802.11w™-2009: Protected Management Frames (Amendment 4)

— IEEE Std 802.11n™-2009: Enhancements for Higher Throughput (Amendment 5)

— IEEE Std 802.11p™-2010: Wireless Access in Vehicular Environments (Amendment 6)
— IEEE Std 802.11z™-2010: Extensions to Direct-Link Setup (DLS) (Amendment 7)

— IEEE Std 802.11v™-2011: Wireless Network Management (Amendment 8)

— IEEE Std 802.11u™-2011: Interworking with External Networks (Amendment 9)

— IEEE Std 802.11s™-2011: Mesh Networking (Amendment 10)

This revision is based on IEEE Std 802.11-2012, into which the following amendments have been
incorporated:

— IEEE Std 802.11ae™-2012: Prioritization of Management Frames (Amendment 1)

— IEEE Std 802.11aa™-2012: MAC Enhancements for Robust Audio Video Streaming
(Amendment 2)
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— IEEE Std 802.11ad™-2012: Enhancements for Very High Throughput in the 60 GHz Band
(Amendment 3)

— IEEE Std 802.11ac™-2013: Enhancements for Very High Throughput for Operation in Bands
below 6 GHz (Amendment 4)

— IEEE Std 802.11af™-2013: Television White Spaces (TVWS) Operation (Amendment 5)
Technical corrections, clarifications, and enhancements
In addition, this revision specifies technical corrections and clarifications to IEEE Std 802.11 as well as
enhancements to the existing medium access control (MAC) and physical layer (PHY) functions. In

addition, this revision removes some features previously marked as obsolete and adds new indications of
other obsolete features.
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Renumbering of clauses and annexes

The numbering of certain clauses and annexes has been modified since IEEE Std 802.11-2012.

The evolution of this numbering is shown in Figure i.

Key:
X Deleted
IEEE Std 802.11-2007 A';';;_'i';‘_z’;;s,’“’ IEEE Std 802.11-2012 A';‘g;:'l"_ez'(;;szm IEEE Std 802.11-<year>
C Clause 1 > Clause 1 > Clause 1 D
C Clause 2 > Clause 2 > Clause 2 D
q Clause 3 — Clause 3
Y S —
(et
' —
- T 7a
—~—
\.'.'
802.11w: Clause 11A ..
.
><
X
T
X 74'( Annox D v
NN A
< S L
\ ‘
~
\ ~
\.I'
%.," Anex P
(7
(7547

802.11k: Annex Q
(___AnnexR___ D
802.11v: Annex W

Figure i—The evolution of numbering in IEEE Std 802.11

802.11aa: Annex X
802.11ad: Annex Y

12
Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved

Normative
Annexes

Informative
Annexes



ISO/IEC/IEEE 8802-11:2018(E)

Contents

Lo OVEIVICW .ottt ettt ettt ettt et eb e ea st eat et ea et et eb e et e sa et eneetesnenaenea 122
1.1 N 1o ) o1 T O OO PO PRUPRRPRRRPSRRTON 122
1.2 PUIPOSE....eeee ettt ettt e b bt bbbt st b b nae s 122
1.3 Supplementary information ON PUIPOSE......ceeverrererreriereeiesieseetessesseeseessessesseessessessesssensens 122
LA WOTA USAZE ...ttt ettt sttt ettt et ettt et e b e bt s b et esbees e e st enb e e st ensebesbeeneensenee 123
1.5 Terminology for mathematical, logical, and bit Operations.............ccoeeceerierverreecieeneeieeneenn 124
2 NOIMALIVE TETRIEIICES ...ttt ettt ettt ea ettt se bt b sae s st et saennenean 125
3. Definitions, acronyms, and abDDIEVIAtIONS. .......cc.evverieierierierieierieeitetesieseestestesteeaestesteessensesaeensensens 128
3.1 DIETINITIONS ..ttt ettt ettt b et ettt st e e bttt bt e st et st eeenea 128
3.2 Definitions specific to IEEE Std 802.11.....cccooiriiiiireiiiieieieseetetesieeieee e 143
33 Definitions specific to IEEE 802.11 operation in some regulatory domains......................... 170
3.4 Abbreviations and QCTONYINS ......cecveriereerierereetenieseetesteeteetessesseessessessesssensessesssenssessesssensens 170
35 Abbreviations and acronyms in some regulatory domains...........cccecoeeeveeeeenenenienenienennencns 182
4. GENETAL AESCIIPLION ....evetietieiietieitete ettt ettt sttt ettt eatesbe s bt e st e sbesse et e b esseesaenbesbeeneensensesnnensens 183
4.1 General description 0f the architeCture........ccuevieiecieiiericieie e 183
4.2 How wireless local area networks (WLANS) are different............ccccoevevevieiiieciieieeicieeen, 183
4.2.1 TNEEOAUCTION ...ttt st 183
422 Wireless Station (STA)....ccecerieieierieeeeteiete ettt s eas 183
423 Media impact on design and performance............cooceeeeverierereenieneneerieneneeeeee 183
42.4 The impact of handling Mobile STAS........cceceriiieiiieieeeeeeee e 184
4.2.5 Interaction with other IEEE 802® 1ayers.........cccocvveeeieniriieienieneeeeieniesceienie e 184
4.2.6 Interaction with non-IEEE-802 protocols..........ccccuevirieeniienieniienieeie e 184
4.3 Components of the [EEE 802.11 architeCture ...........ccecerieieniirieeieieneeeeienieseeeeenie e eneneas 184
43.1 GMETAL. ...ttt ettt a et b et sb ettt st et bt nae 184
432 The independent BSS (IBSS) ....coviiiieieieiesieeieiee ettt 185
433 The personal BSS (PBSS).....oouiiiiieieieieesteeee ettt s 185
434 STA membership in a BSS is dynamic..........cocevuevereneniienenienieencnceiceiene 185
4.3.5 Distribution system (DS) CONCEPLS ....cuveverrirrieieiirieriieierieeteeeeieseeeestesesreesaeeens 186
43.5.1 OVEIVIEW ..ottt ettt ettt ettt est et st st enesne e eene e 186
4352 Extended service set (ESS): the large coverage network.................... 187
4.3.6 AT COTCEPLS ..cnveeeieeiieeiiteteetee ettt ettt ettt et e satesate et e eate e bt e bt e satesateenneeaneensean 188
4.3.7 Integration with noN-IEEE-802.11 LANS....c.ccocceiiriiiiieiereceeeeresceeie e 189
4.3.8 Robust security network association (RSNA) .......cccoeveveriirieecienieneeeciee e 190

439 Centralized coordination service set (CCSS) and extended centralized
AP or PCP clustering (ECAPC)......c.cooieiieiecieeie ettt 190
4310 QOS BSS e ettt 192
4.3.11  Wireless LAN 1adio MEASUIEMENTS .......cecvervirieeienierieniieienieneeeieeeesieseteneesreeneeeeee 193
43111 GENETAL ..o 193
4.3.11.2  BRACOM ...ttt st et 194
4.3.11.3  Measurement Pilot........ceerierierieeieeie ettt 194
43114 FIAmE oottt s 194
4.3.11.5  Channel 10ad ......ccccoovevieririiiiiieeeeee e e 195
4.3.11.6  NOISE NISTOZIAIM ...veeuvenieeeieeieeieiietteieie ettt sie et e e eeeenbesbeseeenaeeeas 195
43.11.7  STA STALISTICS c.vevenieiiriiiieeiertetee ettt ettt sae e 195
4.3.11.8  LOCALION .ottt e 195
4.3.11.9  MeaSurement PAUSE........ceveeruuerurerrerieeteeieenteenteesteesieesseenresseenseesaees 195

13

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

4.3.11.10  NeighbOT TEPOTt .....eeeiieiieiieiieeie ettt 195
43.11.11 Link mMeasuremMent. .........coeeruerueieuerenienieiieenenetereesenteseeeenesieseeneeneas 195
4.3.11.12 Transmit stream/category Measurement .........cecoovevereererreneeeerenuennences 195
4.3.12  Operation in licensed frequency bands...........cceeveverieriesieneeieieeseeieee e 196
43121 GENETAL ...ttt ettt 196
4.3.12.2  Dynamic STA enablement (DSE) in licensed bands .......................... 196
4.3.12.3  Contention based protocol (CBP) in nonexclusively licensed bands . 196
4.3.12.4  Using DSE STA identification to resolve interference....................... 196
4.3.12.5  Further coexistence enhancements in nonexclusively licensed bands 196
4.3.13  High-throughput (HT) STA ...coioieieeeeeee ettt 196
4.3.14  Very high throughput (VHT) STA ....oooiiiiiieeeeeeeeeete e 197
4.3.15  Television very high throughput (TVHT) STA ....coeoieieiieeeeeeeeeiee e 198
43.16  STA transmission of Data frames outside the context of a BSS ..............c....c.... 199
4.3.17  Tunneled direct-link SELUP ......ceevierieriiiieeie ettt 200
4.3.18  Wireless network Management..........c.ecveruereerierierieneesienieseeeeneenseeseensessesseensensenns 200
4.3.18.1  OVEIVIEW ..cvitiieiieiiiitenieee ettt st e ettt s te et esessete e sseesesaeneeneeseseens 200
4.3.18.2 BSS max idle period management............cceceecverierenreeeeieneneenennenes 201
4.3.18.3  BSS transition Mmanagement..............ececueruereerueeeruenieneeeeniesieseeneennes 201
4.3.18.4  Channel USAZE .......cccvevueruirieiiniiniieie ettt 201
4.3.18.5  Collocated interference reporting..........cceeeeveeeeeerverreseseesrereseernennes 201
4.3.18.6  DiagnoStiC T@POTTING.....cccveruirririeieriieiieriesieriesteeteneesteeeeeeestesieeneeseeenes 201
4.3.18.7  Directed multicast service (DMS)......cccecveiieiiereiieee e 201
4.3.18.8  EVENt TEPOTLING...ceveieeieiieieieiieiieiesie et eteie sttt aesteeeeeeeaesreeneeseesees 202
4.3.18.9  Flexible multicast service (FMS).....cccceoerereririinieneneeiceneeeeeeen 202
4.3.18.10  LOCALION SEIVICES. . cvevereueerireireenienieteseeneeteseeneeseenesteneeneesesseseeeenesnesaene 202
4.3.18.11 Multicast Diagnostic TEPOTt.......ccueruerriruieierieriereeeeie e eieeneeie e eneenees 202
4.3.18.12 Multiple BSSID capability.......cccccocerueiririinieieeeieeee e 202
4.3.18.13  ProxXy ARP ..o s 202
4.3.18.14 QoS traffic capability .......cccoeceriereririeiineeeeeeeeee e 202
4.3.18.15  SSID ST .ueeieiieieiietieeeiee ettt sttt st 203
4.3.18.16  Triggered STA StatiStiCS.....evvrrvererierierieniirieneeeeriesteeeeeeesieseeeeseeeees 203
4.3.18.17  TIM DIrOAdCast ....ccueeueeeerieeiteiieienieetete sttt sttt 203
4.3.18.18 Timing MEASUICIMENL.....c.eerverrerrrrrrerrerreerrerersessaesessesseeseessessesseensessenses 203
4.3.18.19 Fine timing mMeasUICMENL..........ccceeruerrerreereruerrenieneeeessesseeneesessesneenss 203
4.3.18.20 Traffic fIltering SETVICE ....ccveevviereieieieeieeieree e eee et 203
4.3.18.21 U-APSD COCXISIENCE. .....c.eevivirieeeereriinieiieiesienterteiesteneeeete e steeeresnenaene 203
4.3.18.22  WNM NOtIICAION ...uveuveiieiieiiiirteeiieie ettt s 203
4.3.18.23 WNM SIEEP MOAE ....oovieieeieiiiieiieiee ettt sre e 204
4.3.19  Subscription service provider network (SSPN) interface.........cccccovcvecvevereenennene. 204
4320 MeESh BSS ..ottt ean 205
4.3.20.1  GENETAL ..ottt e 205
4.3.20.2  Overview of the mesh BSS..........ccccoiniiiiicnncs 205
4.3.20.3  MeSH STA ..ottt ettt 205
4.3.20.4 IEEE 802.11 components and mesh BSS ...........ccccoovvvviriiiininennnne. 206
4.3.20.5 Introduction to mesh functions ............ccceeeoiiineeiiinineeeereee 207
4321 DMG STA .ottt ettt sttt ettt 210
4322  DMG TELAY -evieenieeieiieiesiee ettt e ettt ne et eas 211
4.3.23  Robust audio video (AV) Streaming ...........cceevverreeirierieseenieeeeeenieseesenee e eseensenns 211
4.3.23.1  Groupcast with retries (GCR) ......coceeririeieniiniieieeeeeee e, 211
4.3.23.2  Stream classification service (SCS) ......ccerierierieiienir e 212
4.3.23.3  Overlapping BSS (OBSS) management ...........cccecevueveeverieneneennenne 212

4.3.23.4 Interworking with IEEE 802.1Q™ Stream Reservation Protocol
(SRP) et 212
4.3.23.5 Intra-access category pPrioritiZation ...........cceceeveeeereeruereeeeriesieseennenes 212

14

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

4.3.24  Operation under geolocation database (GDB) control ............ccceeevveeivecieniieneennen. 213

4.4 Logical SErvice INTETTACES ...ceevveruereieierieitieiesieeteeiertesteetetestesrte e teseeesaebesseessesessesseensesseens 215
4.4.1 GEMNETAL. ..ttt ettt st et s b e bbbttt b et nae s 215

442 S S ettt ettt b et n e ae e nes 215

443 PBSS control point service (PCPS) .......ccovirieieiiiiiieeeeeeeeeeee e 216

444 DS S e a ettt ettt n et et et et neeaeeae et enennens 216

4.5 OVEIVIEW OF the SCIVICES....uieieieriieieieiesteetetete et et et et e te st e steessetesseeseesesbeeseensessesseensensas 217
4.5.1 GENETAL..... vttt ettt ettt 217

452 Distribution of MSDUSs within a DS........ccccoiiiiiiininiineeecec e 218

4.5.2.1 DISIIIDULION ..ttt ettt et s eees 218

4522 INEEGTALION ..ottt e 219

4523 QoS traffic SChedUuling .........cccecvevieriiieieiereeeeeeee e 219

453 Services that support the distribution service and the PCP service........................ 220

4.53.1 GENETAL ...ttt et e 220

4532 IMODIIIEY EYPES c.vvenverienreieeieeieieeieeieete st eteetesbeeeeetessesseereensenteseeenseneas 220

4533 ASSOCTATION ...ttt ettt sttt ettt et sbeebe et e st saeeneeneas 220

4.53.4 REASSOCTATION ..uvinviiieiieieeieeiicte ettt s 221

4535 DiSASSOCTATION ...veevrenieniieieeiienieieeieetete sttt ettt et saesteeaeenbente e ennenees 221

454 Access control and data confidentiality SETVICES .......c.eecuevuererienieneneeienieneeiee, 222

4.5.4.1 GNETAL....viiiiieiiciieee ettt ettt sttt enaeneas 222

4542 AUheNtiCatioN ......c.eveuiriieieiniiieiereeteeeeee e 222

4.5.43 DeauthentiCation ..........cccceceeierierinieiieniieeteeseet et 223

4544 Data confidentiality........cccoceveeierieniiieieieieiceeeeee e 223

4.54.5 Key management............coouieieriiiiiiniiiienieecceeeee e 224

4.5.4.6 Data origin authentiCity........cceecverieririeierieniesieeereesie e eeeae e see e 224

4.54.7 Replay detection........ccueeeeieieriirieieie e 224

4.5.4.8 Fast BSS transition.......ccccceeverieiieniienieieieeseetetese e 225

4549 Robust management frame protection ............cceceevevereeeecieneseennennes 225

455 Spectrum ManagemMeEnt SEIVICES ........ccuirireerterierrieierierieetessesteeeessesteseensessessnensens 225

4.5.5.1 GENETAL ...ttt e e 225

4552 TPC ettt 225

4553 DIES ettt ettt ne et ae e 225

4.5.6 Traffic differentiation and QOS SUPPOTL........ccververriririeieriieeeieie e 226

4.5.6.1 GENETAL. ...ttt e 226

4.5.6.2 Quality-of-service management frame SUppOrt.........cceeeveeveervreceeennen. 226

4.5.7 Support for higher layer timer Synchronization............cceceveeeeeieneneecienieseeienns 226

458 Radio MEASUTEMENT SEIVICE ...veveeuieieriieiieientiniieie sttt ettt et e bt este st saeeneenees 227

459 Interworking with external NetWorks..........cccvevveriiriiiieriereceeeee e 227

4.5.10  Generic advertisement SErvice (GAS) ....ccvevviiiiieiieeiieeeceeeee e 228

4.6 Multiple logical address SPACES ......ccveeuveierieriiiierieniieterte ettt ettt s sbe e 228
4.7 Differences among ESS, PBSS, and IBSS LANS......cccootriirieriinieieneeteeeeieetee e 229
4.8 Differences between ESS and MBSS LANS ...c.oviiiiiiiiiiicieeeteeeeteeenteee e 231
4.9 REfErenCe MOAEL .......ecueeiiiieiieiiiiceee ettt sttt be et e e e sbesaeessetesneas 231
4.9.1 GENETAL. ...ttt ettt st s b e bt e b sttt b et saeas 231

492 Interworking reference model...........cocoeoiiiiieiieniiiee e 231

493 Reference model for supporting multiple MAC sublayers..........cccceceevieriireeiennene 233

494 Reference model for multi-band operation.............ccceeeeerierierieniescirece e 234

4.10 IEEE Std 802.11 and IEEE Std 802.1X-2010 .....cceoiiriirieiiniieieenieseieceieste e 236
410.1  GeNLTAL....ciiiiieiieiiieeteeeet ettt ettt 236

4.10.2  IEEE 802.11 usage of IEEE Std 802.1X-2010 .....ccccceririeiririeieeee e 236

4.10.3  Infrastructure functional model OVEIVIEW.........cccevviveirieienieeicieieeeee e 237
41031 GENCTAL..uiiiiiieieieeitee ettt 237

4.10.3.2  AKM operations With AS ..........cceeieiiiiiieieeeeeeee e 237

4.10.3.3  AKM operations with a password or PSK .........cccccovivinviiininnnnne. 239

15

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

4.10.3.4  Alternate operations with PSK...........cccccoiiiiiiniiiiiieee e 240
4.10.3.5  DiSASSOCIAtION ..cuveuvviiiiinieiiitiniiteiceiest ettt sttt ettt sbe e 241
4.10.4  IBSS functional model deSCIiPtion .........cc.ccvvuevuevieuirienieieiieeieeeeee e 241
4.10.4.1  GONETAL....euiiiiiieiei ettt et 241
4.10.4.2  KEY USAZE cueeuiieiieiieeie ettt sttt ettt st ettt e naees 241
4.10.4.3  Sample IBSS 4-way handshakes...........cccccceevierieniencienieeieeeeeeen 241
4.10.4.4  IBSSIEEE 802.1X eXample .......cceevvirienieniieieienieeeeieienie e eens 243
4.10.5  PBSS functional model deSCIiption ...........eceverierierierieienenteieieseeteee e 244
4.10.6  Authenticator-to-AS ProtOCOL ........cccuieiiieiiieiieie ettt 245
4.10.7  PMKSA CACRING ..ottt ettt ettt ettt st enae s 245
4.10.8  Protection of group addressed robust Management frames...........cccceceeverueeunennene 245
5. MAC Service defINItION ...c..ceeuiriiieiiiiriiiecitcntet ettt ettt ettt se ettt s 246
5.1 OVETVIEW Of MAC SEIVICES ....vvitiienieiiniiieieitete ettt sttt ettt sttt ebesae et ebe s b saeseeseebesaens 246
5.1.1 DAt SETVICE...ceuviiirtieiieiiiit ettt ettt ettt ettt ettt ebt et be st st eas 246
5.1.1.1 GENETAL ...ttt et e 246
5.1.1.2 Determination of UP .......c.cccooiiiiiiiiiniiiiiinincicccnencccecseeeas 246
5.1.1.3 Interpretation of priority parameter in MAC service primitives......... 246
5.1.1.4 Interpretation of service class parameter in MAC service
Primitives in @ STA ....ooiiiiiiiieee e e 247
5.1.2 SECUIILY SETVICES ..veeuvierietieiiertieriieeteetesteeteesseesseesseesseessseansesnseeseenseesseasssennsennes 248
5.1.3 IMSDU OFAETING ...evvenvevieiieieieeiteiesie et et eteteseee e stesreesaessesseeseesesseeseensessesssensenss 248
5.1.4 IMSDU FOIMAL ...ttt ettt ettt bbb s eeenaes 249
5.1.5 MAC data service architeCture ..........ooeoveeririreiieneec e 250
5.1.5.1 GENETAL ...ttt ettt 250
5.1.5.2 NON-AP STA T01€....ciiiiiiiiiiiitee e 253
5.1.5.3 AP TOIR . 253
5.1.54 MeESh STA TOLE ...ttt 253
5.1.5.5 MeSh Zate TOI.....ueeieieeiiieie ettt 254
5.2 MAC data service SPeCIfiCatION .......ccuiveeierieriieeieieiieie st ettt st ettt et beseeeseeneesaeens 254
5.2.1 GENETAL. ...ttt ettt bbbttt b et be e 254
522 MA-UNITDATATEQUESE .ottt ettt ettt sttt eve et e e seeas 254
5221 FUNCHON ..ottt 254
5222 Semantics of the Service primitive ..........cceeceereecieeceenieriesiesie e 255
5.2.2.3 When generated.........ccevviieienienieeieieieeeetet ettt ees 255
5224 Effect 0f TECEIPT......civiriiiiieiecicece et 255
523 MA-UNITDATA . INAICAION ...ttt 257
5.2.3.1 FUNCHION ..ottt 257
5232 Semantics of the Service primitive ........c.ccveceereecireeeeneenieseesie e 257
5.2.3.3 When generated..........cceeverierierieieieie ettt
5234 Effect Of TECRIPL...viitieiiieeeeieeeee e
5.2.4 MA-UNITDATA-STATUS.indication
5.2.4.1 FUNCHION ..ttt
5242 Semantics of the service primitive .......cccevveeeeieieceneseeieseeeeienens 259
5243 WHhen generated.........ooeeeeieniiriirieierie ettt 261
5.2.4.4 Effect Of TECEIPL....viivieiieeieeie et 261
6. Layer ManaQ@EIMENL. ......cccueiiiiiiiiiiieeie ettt ettt ettt et et st sab e st e e e sb e aeesheeeabesabeeabeebeeseenbean 262
6.1 Overview of management MOAEL..........ccueeieieriiiiieieiectee e e 262
6.2  Generic management PrimitiVeS .........ccoeouerieirerierieirieniereiee ettt esesrene 263
6.3 MLME SAP INTETTACE ..ottt ettt 263
6.3.1 INErOAUCHION. ...ttt 263
16

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.2 POWET MANAZEMENL.......eeiiieieiieeie ettt ettt st eeeae et eeeeenseenneas 264
6.3.2.1 INtrOAUCTION ...ttt et 264
6.3.2.2 MLME-POWERMGT .LEQUESL .....cveuveeirieenieeeeeiienieeieieseeneeneesesaeseeneas 264
6.3.2.3 MLME-POWERMGT.confirm............ccoeeeeiiieieeecieeeiie e 264
6.3.3 o7 1 s E OSSR 265
6.3.3.1 INtrodUCHION ... ..eiiiiiiciie e 265
6.3.3.2 MLME-SCAN.TEQUESE .....eeeuvieniieiieriieiieeiee ettt stee st sieesieesee e ens 265
6.3.3.3 MLME-SCAN.CONFITM ...c.viiiiiiiieiiieie ettt 267
6.3.4 SYNCATONIZALION ....eeeevieiiieiieiieeeie ettt ettt et te e e seesaeesseeeneeeees 276
6.3.4.1 INtrOAUCHION ...ttt ettt e 276
6.3.4.2 MLME-JOIN.T@QUEST .....eveneenieiiieienieeieeeieeeeeeseseeseeseeseseeneeneesessenseneas 276
6.343 MLME-JOIN.CONTIIM ...ttt 278
6.3.5 AUTNENEICALE ...ttt ettt ettt et st sae et ebe s bt eneesbeses 279
6.3.5.1 INtrodUCHION ... ..eiiiiiiciie e 279
6.3.5.2 MLME-AUTHENTICATE.LEQUESt ....ccveeevenierieeieieie e 279
6.3.5.3 MLME-AUTHENTICATE.CONfIrm .......cceoveeeieieiieieeeeeieieeie e 280
6.3.54 MLME-AUTHENTICATE.indication..............ccccoeeeieeeeieeeeeneene 282
6.3.5.5 MLME-AUTHENTICATE.T€SPONSe. .....cccveeveeieenieeniieieeieenieeieenaen 283
6.3.6 DeauthentiCate .......cc.eieiviieiiieeiieecee ettt ettt e 284
6.3.6.1 INtrOAUCTION ...t 284
6.3.6.2 MLME-DEAUTHENTICATE.1€QUESt......ccvevieieierienieeieienie e 284
6.3.6.3 MLME-DEAUTHENTICATE.confirm............cccoevveeiieieeeeee e 285
6.3.6.4 MLME-DEAUTHENTICATE.Iindication ............cccccevveeveevienreeneennen. 285
6.3.7 AASSOCIALE ...ttt ettt ettt ettt et e e et e et e et e e e ete e e eae e e eae e etaeeereeenares 286
6.3.7.1 INtrOAUCTION ...t e 286
6.3.7.2 MLME-ASSOCIATE.LEQUEST......corviriieiieieiirieeieiesieeieeieie e 286
6.3.7.3 MLME-ASSOCTIATE.CONfirm.........ccoooieiiieiiceeeeeeeeeeeee e 288
6.3.7.4 MLME-ASSOCIATE.INdiCation ............cccoeeveiiieeieeieiieeieeie e 292
6.3.7.5 MLME-ASSOCIATE.ITESPONSE .....eeeuveeireeiieieenieenieeniieneeereeseeeiee e 295
6.3.8 REASSOCIALE. .. oottt ettt et e e e e e reeeareas 297
6.3.8.1 INtrOAUCHION .....viiiiiiicceie ettt ettt e ae v 297
6.3.8.2 MLME-REASSOCIATE.LEQUESL......eeueeeiviieeieeiieieiieieeieneeeeieeee e 297
6.3.8.3 MLME-REASSOCIATE.CONfirm.........cooovvieiiiiieiiee e 299
6.3.8.4 MLME-REASSOCIATE.INdication ............cccueeeueeieeniieieeieereereeeen 303
6.3.8.5 MLME-REASSOCIATE.TESPONSE .....eevieieeeieiiieeiieeieeeeeveenveeeeeneees 306
6.3.9 DISASSOCTALE ...eouvviieeieeieeerieteeete et e et ettt et e et e eteeeteeeaseebeeeaeesteeeeseeaseeseeseeeseesanans 309
6.3.9.1 MLME-DISASSOCIATE.LEQUESE ..c.veveviiinieeieeeieieieeie et 309
6.3.9.2 MLME-DISASSOCIATE.CONfirm .......c..cooveeviiiieeieeeeeeeeeeee e 309
6.3.9.3 MLME-DISASSOCIATE.indication............ccccccveevieeiiecieereeereeneenenn 310
60.3.10 RSOttt et e et e e et e e eate e eteeeeaeeeaareas 310
6.3.10.1  INtrodUCHON .......ocviieeiiieie ettt ettt e ens 310
6.3.10.2  MLME-RESET.T@QUEST......cceeruiriieieiiriirieeieriesieeiteiesie e eeeneeniesieeneens 311
L T N ¥ 'y S TSRS 311
6.3.11.1  INtrodUCHON ......oocviieiiieieciiee ettt ettt eaeeaveens 311
6.3.11.2  MLME-START.IEQUESE ...ceeuieeiriieeieieeieeiesiee et 311
6.3.11.3  MLME-START.CONTIIM ....ccvoiiiiiiiiiiiiciececeeeeeeee e 317
6.3.12  SEOP ettt bbbt aeeb et be bttt eas 317
6.3.12.1  GENETAL....oiieiiiiiiieceee et 317
6.3.12.2  MLME-STOP.TEQUESL ....ccueeeeiiriieieiinieeiteie ettt 317
6.3.13  Protocol layer model for spectrum management and radio measurement............. 318
6.3.14  Measurement TEQUESE ....c.eerutertierieeieeieeteesteenteenttesttesiaeeteesbeesbeesttesatesnseeseeseenaeas 321
6.3.14.1  INtrodUCHION .......ccoviiieiieieiec ettt et 321
6.3.142 MLME-MREQUEST.IE€QUESL ....ccueeriiiieeiiieiieiieieesieesiee e 321
6.3.14.3 MLME-MREQUEST.INAIiCation..........ceeevieviieriierieniieeieeeeeie e 322
17

© IEEE 2016 - All rights reserved

Copyright © 2016 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-11:2018(E)

6.3.15  Channel MeaSUrCMENL..........cerueerierieeieetieseestiesteseteeteeseeseesteessaesseeenseeseensaesseas 323
6.3.15.1  INtrOQUCHION ....eviitieeieietieeeteie ettt ettt st ae s 323
6.3.15.2 MLME-MEASURE.TEQUESL.....ccererieeirierierieieiesereeee e 323
6.3.15.3 MLME-MEASURE.CONfIMM.....ccooiiiiiieieniieieieieeeeeeie e 324
6.3.16  MeaSUIEMENT TEPOTE .e...eeeieiieriierteeiteeieettenieenteenttesttesiteeteesbeesbeenbaesateenbeeseenseenaeen 325
6.3.16.1  INtrOAUCHION ......eeiiiieiieiieeieeie ettt ettt e eaeeneenseens 325
6.3.16.2  MLME-MREPORT.I€QUESE......cerieriiriieaiiieiieiieieeieeite et 325
6.3.16.3 MLME-MREPORT.INAIiCatioN ....cc.ccvevvirieieiiniieiieieneneeieiesveeieiens 326
6.3.17  Channel SWItCH........ooiiiiiiieieiee ettt s enaeneeas 327
6.3.17.1  MLME-CHANNELSWITCH.IeqUESt ......ccverveereereieieneeieienieneienens 327
6.3.17.2 MLME-CHANNELSWITCH.confirm ........cccccoevveeeieirienieeeeseennn 328
6.3.17.3 MLME-CHANNELSWITCH.indication ..........c.cceceveeirueneencnenenenn. 328
6.3.17.4 MLME-CHANNELSWITCH.I€SpONSe.....ccc.ceveerveenienienienienreeiens 329
L T T N o O (T |1 ] F USROS 331
6.3.18.1  INtrOQUCHION ....etiitieeieietieieeeee ettt ettt ettt ae s 331
6.3.18.2  MLME-TPCADAPT.ICQUESE ....cvereeieeieteierieieeieeeeieie et 331
6.3.18.3  MLME-TPCADAPT.CONfIIM .....eoveiiiiiiiriiieiiereeeee e 331
6.3.19  SEKEYS ettt sttt et 332
6.3.19.1  MLME-SETKEY S.TEQUESL ...ccvveiieeeiiiiieeiiieie et esieesite e ve e enreens 332
6.3.20  DeletEKOYS.ccuieiiiiiiieieiieiieieteettetete ettt sttt a et ereenbenaeereentenreens 333
6.3.20.1 MLME-DELETEKEYS.T€QUESE .....cc.ertireeieriiniieieienieseeieiesieseienins 333
6.3.21  MIC (michael) failure €Vent ............ccoecueeiiiiiiieierie et 334
6.3.21.1 MLME-MICHAELMICFAILURE.indication..........c.cc.cceservrrreruennene 334
6.3.22  EAPOL....oiiieeee et ettt sttt ae e e e eneeaens 335
6.3.22.1  MLME-EAPOL.TEQUESL.....ccuteiieitieeiiiiieeiieeie ettt 335
6.3.22.2  MLME-EAPOL.CONTIMM.....cccociniiiiiiiiiiniiiiineniceceeeeeeceeneeeeeeene 336
6.3.23  MLME-PEERKEY-START .....ccoiiitiiiiiietieeieeeteeeeeee e 336
6.3.23.1 MLME-PEERKEY-START.TE€QUESt......cccutrrriaiieiieniieiieniierie e 336
6.3.24  SEtPTOTECHION ...cuiieiieiitiiciieicrtct ettt sttt sttt s 337
6.3.24.1 MLME-SETPROTECTION.TEQUESt......cccuveriereieriienieieieeieeieeieeniens 337
6.3.25 MLME-PROTECTEDFRAMEDROPPED ........cccoeteieiiiieieieieceeee e 338
6.3.25.1 MLME- PROTECTEDFRAMEDROPPED.indication ...................... 338
6.3.26 TS management iNtEIfaCe .........cccevuererieieriiriieieiesie ettt ee e 338
6.3.26.1  GeNEIAl....c.oeuiiiiiiiiiiiiiiiieicicse ettt e 338
6.3.26.2  MLME-ADDTS.TEQUESL ...cevievieiieeiieiieeiieeieeeeeie e eseeesieeseaeseeeseneens 339
6.3.26.3 MLME-ADDTS.CONTIIM ...coovviriiriiiiiiiieierieeeeeeie e 341
6.3.264  MLME-ADDTS.NAICAtON ....c.eoviieieireieieieie et 344
6.3.26.5 MLME-ADDTS.TE€SPONSE ... .eerueeruieeeiriiieeiieieeseieieeeeesieesieeseneseeeenneens 346
6.3.26.6  MLME-DELTS.IEQUESL ....c.ccceeuiriimieriniirienieieinieteeeieeenteeeieeie e 349
6.3.26.7 MLME-DELTS.INAICAtION ......ceeeiieiiiiieiieniesiieieeieesieesieesneseeeenens 350
6.3.26.8 MLME-ADDTSRESERVE.LEQUESt .....cccvervrreieieieiecieiieieieseeienins 351
6.3.26.9 MLME-ADDTSRESERVE.confirm........ccccoeceeievienienenienieiiienieine 352
6.3.26.10 MLME-ADDTSRESERVE.Indication ...........cccecevereeereneeenineennn 353
6.3.26.11 MLME-ADDTSRESERVE.I€SPONSE ........covverrieiniieiienienienie e 354
6.3.27  Management of direCt liNKS .........ccceoeririeiiiniininiencreeteeee e 354
6.3.27.1  INrOAUCHION ....eviivieeieietietceeeie ettt te et besreesne e 354
6.3.27.2  MLME-DLS.IEQUESL .....covereiirririieinienieieenie ettt 355
6.3.27.3  MLME-DLS.CONTIIM ....ccciieiiiiiiieiieiieieeiieteee et 355
6.3.27.4  MLME-DLS.NAICAtION......cceriirrieieiiriiiieienie ettt 356
6.3.27.5  MLME-DLS.TESPONSE....c.ueervieeieriieeeiiiieeiieieeeeeieeseeesaeeseeeseeeseeeeeeens 357
6.3.27.6  MLME-DLS-TEARDOWN.IEQUES .....cccverrerrirrieieienierieieiesieeienaens 358
6.3.27.7 MLME-DLS-TEARDOWN.INdication............ccccereerererereeenereneenenns 359
6.3.28  Higher layer synchronization SUPPOTT..........cccveverieriieeeriesieneeeeneesreeseesaesiesenesennes 360
6.3.28.1  INtrOAUCTION .....couiiiiieiiriiieieiintent ettt ettt 360
18

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.28.2  MLME-HL-SYNC.TEQUESL ...ceveeruieeeiriiieeeiieieeieeieesieesiiesseesaesneenseens 360
6.3.28.3  MLME-HL-SYNC.INdiCation ........coceceruerenieireneieenenieieeeenenieneae 361
6.3.29  BLOCK ACK ..eitiieieiee ettt sttt eneeaen 361
6.3.29.1  GENEIAL....uiiiiieiiiiciiett e e 361
6.3.29.2  MLME-ADDBA.TEQUEST.....c.cocertimieiriirienieieinenreteieeenteeeie e 361
6.3.29.3  MLME-ADDBA.CONfIIM ....cooiriiiiiiiniiniieieniesiesiieee e 363
6.3.29.4 MLME-ADDBA.INAICAtION .....coveeieiiieieiieiecieeiieieie et 364
6.3.29.5 MLME-ADDBA .TESPONSE ....ccveerteeriiiriieniienieneeeieenieenieesieesireseeenneens 365
6.3.29.6  MLME-DELBA.TEQUESL ....ccveeiuieriieeiiiieeiierieeseeeieeieesieeseeeseae e eeneens 367
6.3.29.7  MLME-DELBA.INAICAtION ....c.coviriiieiiriiniinieinienietceeienieeeeeic e 368
6.3.30  Schedule element MaNAZEMENT.......c..cceeieriiririeierierteeteese ettt 369
6.3.30.1  INtrOAUCHION .....eitiieiietiiteieiete ettt 369
6.3.30.2 MLME-SCHEDULE.TEQUEST......coverveueriereieinienreieieeeenieeeienieneeeeneae 369
6.3.30.3 MLME-SCHEDULE.INAIiCatiON ....ceeuriuiieieiieiesieeeieeee e 369
6.3.31  Vendor-specifiC aCtION.......ccuevueeierierieriieieterie ettt ettt et sre e ste e e eas 370
6.3.31.1  INtrOQUCTION ....etitieiieieteettetete ettt 370
6.3.31.2  MLME-VSPECIFIC.T€QUESL......cceeetirieeiieniierie et eie et 370
6.3.31.3  MLME-VSPECIFIC.INdication .........cccccocevecereneneeenenenieencneneneene 371
6.3.32  NeighbOT TEPOTIT TEQUEST ....eeuteuretiriieiieierteettete sttt ettt ettt st b esee st s eeenees 372
6.3.32.1  GONETAL....ouiieienieciieiieieteetcet ettt ettt sttt ettt et et teenaeae s 372
6.3.32.2 MLME-NEIGHBORREPREQ.request........cccceceruerierereeieniinieeieins 372
6.3.32.3 MLME-NEIGHBORREPREQ.Iindication ............ccceeeveereeerreneenne 373
6.3.33  NeighDOT TEPOIT TESPONSE ....uveuverierreieterteerretesteetesteeseestesesseeseessessesseessessesseessenses 374
6.3.33.1  GENETAL....oiiiieiiiiieieee ettt 374
6.3.33.2 MLME-NEIGHBORREPRESP.1eqUeSst ......ccoocerveeeereirieieieiieieenn 374
6.3.33.3 MLME-NEIGHBORREPRESP.indication...........ccccceeeevuererireeiennene 375
6.3.34  Link Measure REQUESE ......ccceruieriiiiieieeiieieestceete ettt seae e s esaenneas 376
6.3.34. 1 GONETAL....ouieeieiiciieiieeteeeete ettt sttt ettt et ettt ae s 376
6.3.342 MLME-LINKMEASURE.FEQUESt ....ceoverieieireieieieieee e 376
6.3.343 MLME-LINKMEASURE.confirm........c.ccoceoeoiiineneineeeec e 377
6.3.35 MLME SAP interface for reSOUIce reqUESt ........ccererreeieriereeeerieneeneeeenieseeeeenees 378
6.3.35.1 MLME-RESOURCE-REQUEST.1€qUESt.......ccervrreerreerrieieeeereeeiennn 378
6.3.35.2 MLME-RESOURCE-REQUEST.Iindication ...........cccccerervrrrrrveruenens 379
6.3.353 MLME-RESOURCE-REQUEST.IESPONSE ......covervemreeerremreneeeirrenrennn 380
6.3.354 MLME-RESOURCE-REQUEST.CONfirm ......cccceecerveeeenrnecreenne 380
6.3.35.5 MLME-RESOURCE-REQUEST-LOCAL.request.........cccecuerreruennene 381
6.3.35.6 MLME-RESOURCE-REQUEST-LOCAL.confirm.........c..cccocerve... 382
6.3.36 MLME SAP interface for remote reqUESES ........cccueeeeeieerieereesiienie e eieeeeeseee e 382
6.3.36.1 MLME-REMOTE-REQUEST.IeqUESt .....ccccererriieininieicencnieennn, 382
6.3.36.2 MLME-REMOTE-REQUEST.indication...........cccceoveerieneeenirenene 383
6.3.37  Extended channel switch announcement..............ccocvevuereeeerieneneeiesene e 383
6.3.37.1  General....coccoviriiiiiiiiiiieicieee ettt e 383
6.3.37.2 MLME-EXTCHANNELSWITCH.1equest......ccceeveeeerrieeeeereeeennes 384
6.3.37.3 MLME-EXTCHANNELSWITCH.confirm .........cccccecvevuerenereniennens 385
6.3.374 MLME-EXTCHANNELSWITCH.indication ..........ccccccerereeerueienenn. 385
6.3.37.5 MLME-EXTCHANNELSWITCH.1€SpONSe .....cccvevverieeieeireieenienns 387
6.3.38  DSE power constraint annouNCeMENL..........cc.eeveruerrerreerieruesseeeersessesseeuenseseensenees 388
6.3.38.1  GONETAL....ouieiieiiiieiieeteeeeeete ettt sttt ettt ae s 388
6.3.38.2  MLME-DSETPC.IEQUEST....c.cecertimremreirienieieinenreeeieerenieeeneeie e 388
6.3.38.3  MLME-DSETPC.CONFIIM.....coctitirieiriiiireriee e 389
6.3.38.4  MLME-DSETPC.INdication .........occoveerireneneeineeenenienieeecnenienee 390
6.3.38.5  MLME-DSETPC.IESPONSE ...cuveveeurinririiriieienieeiieieieniesieeeeeenieseneneens 390
6.3.39  ENADICMENT ..ottt ettt 391
6.3.39.1  GeNEIAl....c.eeuiiiiiiiiiiiiiiieicceecete ettt e 391
19

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.39.2 MLME-ENABLEMENT.IEQUESE......ctouirierienieierieeeeeeee e 391
6.3.39.3 MLME-ENABLEMENT.CONfIrM........cccocerinieieienieeeeieieieeeeienins 392
6.3.39.4 MLME-ENABLEMENT.INdication .........cccecveervenieieerieieeeeseennns 393
6.3.39.5 MLME-ENABLEMENT.IESPONSE ....ceeeeuiieireiieiieniiesieeiieeie e 394
6.3.40  DEenablement .......cccoueiiiriiieiiintitet ettt 395
6.3.40.1 MLME-DEENABLEMENT.IEQUESE ....eoverieureieieieireeeieeieeeee e 395
6.3.40.2 MLME-DEENABLEMENT.INAICation........cccecvevuerrererienieriirieeiennens 396
6.3.41  SA QUETY SUPPOTE c..eeuririiiriieenieeieenieentte ettt st et esttesttesitesteebeesbeenbaesaeesstesneeseenaeen 397
6.3.41.1 MLME-SA-QUERY.TEQUESL.....ceertieiieiieiieiesiieeeesieesee e eee e eneeens 397
6.3.41.2 MLME-SA-QUERY.CONTIIM ..cceoiiiiriiiieieriecieieeeeeeeic e 398
6.3.41.3 MLME-SA-QUERY .INdiCatiOn .....ooveueeeieieiieieieieeee e 398
6.3.41.4 MLME-SA-QUERY.IESPONSE ...c.veevuriiuieaiiieiieiieieesieesieesiee e eeeenieens 399
6.3.42 Gt TSF tIMET .ottt ettt ettt ettt sbe et see e ees 400
6.3.42.1  GENETAL....eiiiieiieiieie ettt et ae e neenneen 400
6.3.42.2  MLME-GETTSFTIME.1€qUESt .....ccceerteriiiiieiieiieriesiesiieee e 400
6.3.42.3  MLME-GETTSFTIME.CONfIrM ....cccocviviieieieiecieieeee e 400
6.3.43  Timing AdVErtiSEMENT .....c.ccvervieieierieeieieiieirieetestesteessessesteeseesessesseessessesseessenss 401
6.3.43.1  GONETAL....ouiieieiiiiieiieeeeeeeee ettt sttt 401
6.3.43.2 MLME-TIMING-ADVERTISEMENT.request ........cccccereeeeereeneenenn 401
6.3.43.3 MLME-TIMING-ADVERTISEMENT.indication............c.ccceruenen. 402
6.3.44  TDLS DiSCOVETY w.erttruieierieeieieiteiteiestesteentete st esteste bt estessessesseentessesbeensensesbeeneenees 403
6.3.44.1  GENETAL.....ieiieiieciieeee ettt eae s ens 403
6.3.442 MLME-TDLSDISCOVERY.IQUESt.....ccerverrieereieieriereeieiieieeienens 403
6.3.44.3 MLME-TDLSDISCOVERY.confirm.........cccoeevruinieieirienieiecseennns 404
6.3.444 MLME-TDLSDISCOVERY .indication ..........cccceeereerenieencnenenenn. 405
6.3.44.5 MLME-TDLSDISCOVERY.IESPONSE .....crververererenienierieieiinieeieneens 405
6.3.45  TDLS direct-link establiShment............ccccuerieriiiieiiiee et 406
6.3.45. 1 GONETAL....ocuiieieieciieiieieteeeete ettt sttt ettt ae s 406
6.3.452 MLME-TDLSSETUPREQUEST.request.......cccevuervererieieniinieeienane 406
6.3.45.3 MLME-TDLSSETUPREQUEST.indication .........c..ccceeoeruereeeruenuencne 407
6.3.454 MLME-TDLSSETUPRESPONSE.request........cccevverercvenieniireeiennns 408
6.3.45.5 MLME-TDLSSETUPRESPONSE.indication ..........ccccccevereeiruenuennne. 409
6.3.45.6 MLME-TDLSSETUPCONFIRM.IeqUESt ......cevvevrereereeieierenrenenenans 409
6.3.45.7 MLME-TDLSSETUPCONFIRM.Iindication...........cccceeuereererreeuennene 410
6.3.45.8 MLME-TDLSPOTENTIALPEERSTA.1eqQUESt ...ceevveeveeeeeeenieieienene 410
6.3.459 MLME-TDLSPOTENTIALPEERSTA.confirm .........ccccecverierurrnnnnen. 411
6.3.46  TDLS direct-1ink teardOW .........c..ccueeeiieeiiiiiieiiecie e eie ettt seve e eveeaeesaeneeas 412
6.3.46.1  GENETAL.....eoiiiiieiieie ettt et 412
6.3.46.2 MLME-TDLSTEARDOWN.IEQUESt.....cceerverrerrrereienierienieiesieeieneens 412
6.3.46.3 MLME-TDLSTEARDOWN.Iindication ..........ccceeereeereeneeneecreneennn 413
6.3.47  TDLS peer U-APSD (TPU) ...c.oooieieieeieieierit ettt sttt se e 413
6.3.47.1  General....c.ociviiiiiiiiiiieicicee ettt e 413
6.3.47.2  MLME-TDLSPTLICQUESE.....cccteiieeiriieeiieeie et 414
6.3.47.3  MLME-TDLSPTL.CONfIrM....ccccocieiiiiriiiieiesieeieieiee e 415
6.3.474  MLME-TDLSPTLINAICAtION ...eovrviieiieiiieieieeeieeeee e 415
6.3.47.5  MLME-TDLSPTLICSPONSE ...c.eeeeueeeniiriieeiiieieerieenieesieesiieseeeseeeeeeneeens 416
6.3.48  TDLS channel SWitChing ............cccoouioiiiiiiniiiiiiiinicececeece e 417
6.3.48.1  GONETAL....ocuiieienieieieiieieteeeetete sttt ettt ettt st ae s 417
6.3.48.2 MLME-TDLSCHANNELSWITCH.request ........cccceeereereeniereniennens 417
6.3.48.3 MLME-TDLSCHANNELSWITCH.confirm ........ccccccevereneeereneenne. 418
6.3.48.4 MLME-TDLSCHANNELSWITCH.indication..........cccccevvrvirverrennane 419
6.3.48.5 MLME-TDLSCHANNELSWITCH.I€SPONSE......ceerveverveeeneeerreeeennn 419
6.3.49  TDLS PEEr PSM......eiiiiiieeee ettt et 420
6.3.49.1  GeNEIAl....c.eiuiiiiiiiiiiiiiieicte ettt e 420
20

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.49.2 MLME-TDLSPEERPSM.IEQUESt .....cevruirerrieieieieeeieee e 420
6.3.49.3  MLME-TDLSPEERPSM.CONfIrM ....c.coevveiriniiiiiininieiceeceenee 421
6.3.49.4 MLME-TDLSPEERPSM.Iindication...........cceeevevereeniecesieieeeeeseenens 422
6.3.49.5 MLME-TDLSPEERPSM.Iesponse........ccccceeeeerierieeuenienieenieseeeneens 422
6.3.50 EVENE TEQUEST...cuueiiiiiieiteiieeite ettt ettt ettt st st 423
6.3.50.1  GENETAL....ouiiiiiiiiiiiieieteetee et 423
6.3.50.2 MLME-EVLREQUEST.T€QUESL ......ccereeeiieiiaieeiieniiesie e 423
6.3.50.3 MLME-EVLREQUEST.INdiCation.......cccceververirieieneneeieieseeieins 424
(O Tl B VS 1L (<) 0T ) o F USRS 425
63511 GeNEIAL....cuiiiiiiiiiiiiiiiece ettt e 425
6.3.51.2  MLME-EVLREPORT.IEQUESL.......erveurerereirieieieeiereeieeee e 425
6.3.51.3 MLME-EVLREPORT.INAIiCation ........cccccererereruinirrenieieeneseeenen 426
6.3.52  EVENL .ttt ettt ettt 427
6.3.52.1  GENETAL....oiiiiiiiiiiieiieee et 427
6.3.52.2  MLME-EVLOG.IEQUESL ...cceeeiieiieriiiiiieeiieeie et 427
6.3.52.3  MLME-EVLOG.CONfIrM ....c.coctrtiieieiieiirienieiee et 427
6.3.53  DiIagnOoStiC TEQUESE....ccuietieiietieiiestieetie ettt et e st esttesseeseteeteenseesbeessaesneesnseenseenseenneas 428
6.3.53.1  GeNEIAL....cueiiiiiiiiiiiiiiieceee et e 428
6.3.53.2 MLME-DIAGREQUEST.IEQUESL ... .cueevereeeeeeeieriereeeeeesieeeeeeee e 428
6.3.53.3  MLME-DIAGREQUEST.indication ..........ccccecerveveeeeirenieenireenenn, 429
6.3.54  DiIa@NOSLIC T@POTIT .. .eeuietieteenienietietteterte st ett et steestestesbeestesbessesaeentessesbeentensesreeneeneas 430
6.3.54.1 MLME-DIAGREPORT.IEQUESL ....cueeurveeeieneeienieceieeee st 430
6.3.542 MLME-DIAGREPORT.INAICAtION .......corveiereieiieieienieeieieic e 431
6.3.55  Location configuration TreqUEST ..........ccereeiiriririeniinieeieieste ettt 431
6.3.55.1  GeNEIAL....ueiiiiiiieiiet e 431
6.3.55.2  MLME-LOCATIONCEG.IEQUEST.....c.cocerrereirienriieeeerieeeneeienienneneene 432
6.3.55.3  MLME-LOCATIONCFG.CONfIrM ....cooceruirieieiiinieeiseeeee e 433
6.3.554 MLME-LOCATIONCFG.INdication ..........ccccuevveruerreererceerienieseeiennens 433
6.3.55.5 MLME-LOCATIONCFG.IESPONSE ......eovverreeerrieiienieienieeieiesieeieneens 434
6.3.56  Location track notifiCation..........cccceveririiriiniininieneeteceeeetere e e 435
6.3.56.1  GeNEIAL....c.eiuiiiiiiiiiiiiiecceeee et 435
6.3.56.2 MLME-LOCATIONTRACKNOTIF.request ........cccceevrvereeneeereeiennn 435
6.3.56.3 MLME-LOCATIONTRACKNOTIF.indication.........c..ccoeceevvrrreuennens 436
6.3.57  Timing MEASUICIMENL ..c..eeueeuieretieeieterteeteententerteetensesteestessessesseeneessesseensensessesnsenses 437
6.3.57. 1 GENETAL....ouiriiiiiiiiiiieieee ettt 437
6.3.57.2  MLME-TIMINGMSMT .1€QUESL.......ceocteriiriiiieaieeniiesiiesiieeie e 438
6.3.57.3  MLME-TIMINGMSMT.CONFIIM ....covrvrieienreieieieieie e 439
6.3.57.4 MLME-TIMINGMSMT.Indication ..........ccceoveerueneeeeereneeeeeneenene 440
6.3.58  Fine timing measurement (FTM).........cccceriiirienieninieieiesceeeee e 441
6.3.58.1  GENETAL....ouiiiieiiiiiieieeetee et 441
6.3.58.2  MLME-FINETIMINGMSMT.re€qUest......cccecererreririnerieieieiineneneane 442
6.3.58.3 MLME-FINETIMINGMSMT.confirm.........cccccuevueruererceenenienenienns 443
6.3.584 MLME-FINETIMINGMSMT.indication .........c.ccccerevreneencnenenne 444
6.3.59  BSS transition Management...........cccceeeeeererierierierieneetesseneeeensessesseesessesseensenses 446
6.3.59.1  BSS transition management procedure .............c..coeceeerenueeeireniennen. 446
6.3.59.2  MLME-BTMQUERY .T€QUESE ...ccuveeuiiiiieeiiieiieiieieesiee e 446
6.3.59.3  MLME-BTMQUERY .indication........cc.cocereeereneneecenenenreencnennennene 448
6.3.59.4  MLME-BTM.IT@QUESE ....cecueereieeieeiieeeiieieeieeieeeeeteeseeesieesseesneesneeenneens 449
6.3.59.5 MLME-BTM.INAICAtION.......c.cociriirreieirienieieieiereeeieee e 450
6.3.59.6  MLME-BTM.IESPONSE......eervieeieiiereirinieeiieeeeeseeeteenseesseesseesssesneenseens 451
6.3.59.7  MLME-BTM.CONfIrM ...c..coveiriiniiniiieiiiienienicceeeenie e 452
6.3.60  FIMIS SCLUP ...veviueeiieeieietetettete et ettt st et et eaeste st e e eseeaestene e st esesseeeneeseesesseneeneeseseens 453
6.3.60.1  GNEIAL....cueiiiiiiiieiieii et e 453
6.3.60.2  MLME-FMS.T@QUEST.....cc.crveuirrirriieieiinienieieienieteeeieerenteeeie e 454
21

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.60.3  MLME-FMS.CONTIIM..c..eoiiiiiniiniiiiiiniieeeseeeeeese e 454
6.3.60.4  MLME-FMS.NdiCation ........cccoevieirirereninineneeeeeeseeeeeesieeneee 455
6.3.60.5 MLME-FMS.TESPONSE ......oocviiiiiiiiiiiiiiiicieieeieieee et 456
6.3.61  Collocated INterference reqUESL ........eeveierriririeierieeteeeeie e eere e ere e e seeeaenees 456
6.3.61.1  GeNEIal....c.ocuiiiiiiiiiiiiiieieiecrereete ettt e 456
6.3.61.2 MLME-CLINTERFERENCEREQUEST.request .........cccceeveueeueenene. 457
6.3.61.3 MLME-CLINTERFERENCEREQUEST.indication............c.cccceenne. 458
6.3.62  Collocated INteTfereNnCe TEPOTT .....ccuerueruieiiriiriieieieste ittt sttt 459
6.3.62.1  GENETAL....oouiiiiiiiiiiiieiceeee et 459
6.3.62.2 MLME-CLINTERFERENCEREPORT.request..........c.ccocerueueruennennne 459
6.3.62.3 MLME-CLINTERFERENCEREPORT.indication .............cc.ccceeuene. 460
6.3.03 TS SEUUD cuteeeieitieeiie ettt ettt ettt sttt sttt et e b et eeate st e enb e et e e naeenaeeeateenaean 460
6.3.63.1  GeNEIAL....c.eiuiiiiiiiiiiiiiicietcee ettt e 460
6.3.63.2  MLME-TFS.T@QUEST......eeiuieiieiieeiieeieeie et e eeeete e seee e eaeseesenens 461
6.3.63.3  MLME-TFS.CONTIMM.....coeoiiiriniiiiinineeeeeseeeceeeeeee e 462
6.3.63.4  MLME-TFS.NdiCation ..........cccceruerieirieriesieeeeieeeeeee e 462
6.3.63.5  MLME-TFS.IESPONSE ....cveeeieiieiieeiiiiieeeieeieeee e eeeesieeseeeseeeseeeeeneens 463
6.3.64  WNM sleep MOAE TEQUESL.....cvertiruieieiiriieiietesiteiente st etteteste et etesbesreenaebeseeeneenees 464
6.3.604.1  GENETAL....ocuiiiieiiiiiiieieteetee ettt 464
6.3.64.2 MLME-SLEEPMODE.IEQUESE ...c.ccveuirveriiieiirienienieeeie e 465
6.3.643 MLME-SLEEPMODE.Indication.......c..ccccoeeveerenenncnienreenenennennen 465
6.3.64.4  MLME-SLEEPMODE.I€SPONSE.......ceruveeeiieiieeieiieeienieniesaeeeeeneeens 466
6.3.64.5 MLME-SLEEPMODE.CONfIIM ...c.cccootniiriiiiininiiniencnieceeicseenee 467
6.3.65  TIM DroadCast SELUP ......cccevuerrerienierieeiieienieeieete st sttt ettt bt et e b sae e e eaes 468
6.3.65.1  GNEIAL....cuiiiiiiiiieiieit e 468
6.3.652 MLME-TIMBROADCAST.TEQUESE ....c.coverreeerenriieiinienieieeeeneneneene 469
6.3.65.3 MLME-TIMBROADCAST.CONfIrM ....c.eoveveeieiiiiieeeceeeeec e 469
6.3.654 MLME-TIMBROADCAST.Indication........cccecevveveeeeerieneencnenenenn. 470
6.3.65.5 MLME-TIMBROADCAST.IESPONSE......cerverrerrieienieienieeieienieeiennens 471
6.3.66 QoS traffic capability UPAAte .........ccceevieriiiieeieie e 471
6.3.66.1  GENEIAL....c.eeuiriiiiiiiiiiiieiceeeece et 471
6.3.66.2 MLME-QOSTRAFFICCAPUPDATE.request......c.ccccvrerereeereeeennn. 472
6.3.66.3 MLME-QOSTRAFFICCAPUPDATE.indication .......c..c.ccoceceevennenee. 473
6.3.67  Channel UsSage r@QUESL.......ccuerueruieierieriieiieiiriesieetest et eite e steeeetestesaeeneenbeseeeneenees 473
6.3.67.1  GENETAL....ouiriiiiiiiiiieieeeteee ettt 473
6.3.67.2 MLME-CHANNELUSAGE.T€QUESt .....cccuerviiaiiiiienienienieeie e 474
6.3.67.3 MLME-CHANNELUSAGE.cONfirm ........ccccooovrieririnieieieceeene, 475
6.3.67.4 MLME-CHANNELUSAGE.Iindication.........ccccccoveneirenenencnenennn, 476
6.3.67.5 MLME-CHANNELUSAGE.IeSpONSse......c.cccocerveererenenieincnennennen. 477
6.3.68  DMS or GCR request and response procedure...........ocverviereereerreereecieesieereeeneens 478
6.3.68.1  GeNEIAL....cuiiuiiiiiiiiiicii e e 478
6.3.68.2  MLME-GATS.IEQUESE ..c..ceveuiriiiiieieiiiieieteit ettt 478
6.3.68.3  MLME-GATS.CONfIIM ....oiiiiiiiiiieiet e 479
6.3.68.4  MLME-GATS.INdiCation.......cccoeverieirienenieinieneeceeeneeceec e 480
6.3.68.5  MLME-GATS.IESPONSE .....ccueruemreneeiinierieieiieienieneeeeieere e 480
6.3.68.6 MLME-GATS-TERM.TEQUESL......ceecttruireiieiieieeieeeiiesiie e 481
6.3.68.7 MLME-GATS-TERM.INdiCatioNn ......ccoervereeeeireieiereeieieee e 482
6.3.69  Timing MEASUIEMENT TEQUESE....cuveuerrerrrererirreeteiesseeseesessesseeeensessesseessessesseessenses 483
6.3.60.1  GeNEIal....c.ociiiiiiiiiiiiiiieicicee et e e 483
6.3.69.2 MLME-TIMINGMSMTRQ.I€QUESt ......ervereemreierieeeieierieeeeee e 483
6.3.69.3  MLME-TIMINGMSMTRQ.indication........c.cccceceveeeerenenencnenennnn 483
6.3.70  Fine timing measurement TEQUEST .........cccueruirerrereniirteeierieneeeetesteetceee st seeeeenees 484
6.3.70.1  GNEIAL....cuiiiiiiiiieiiett et e 484
6.3.70.2 MLME-FINETIMINGMSMTRQ.1equest ........ccccoeveerenreeecrennennen 484
22

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.70.3 MLME-FINETIMINGMSMTRQ.indication............cccceverererreneenne 485
6.3.71  WNM NOtifiCatioN TEQUESE ....eveeveeeieieeiieeieniiitieiteienteeteestetesteeeetessesreensenteseeensenees 486
6.3.71.1  GENETAL ..ottt ettt 486
6.3.71.2 MLME-WNMNOTIFICATIONREQUEST.request .........ccccceeveneenee. 486
6.3.71.3 MLME-WNMNOTIFICATIONREQUEST indication...................... 487
6.3.72  WNM NOtifiCatiON TESPOMNSE....vverurreerieiierieriiertierreeetesteeseesseesseesssesseesseasseesseessees 488
6.3.72.1 MLME-WNMNOTIFICATIONRESPONSE.request .........cc.cccceuennee 488
6.3.72.2 MLME-WNMNOTIFICATIONRESPONSE.indication.................... 488
6.3.73  Network discovery and selection SUPPOTTt........c.cecuverueerieeriieniesiienie e eie e 489
6.3.73.1  GeNEIAL....cueiiiiiiiiiiiiiieec et e 489
6.3.73.2  MLME-GAS.TEQUESL.....ccueeerieterierieieieeiereeseeeeeieeeeeteeee e eene e sseneesenns 489
6.3.73.3  MLME-GAS.CONTIIM....cc.iriiiiiniinieieiiereree e 490
6.3.73.4  MLME-GAS.INdICAtION ...c.eovveuiriiienieiiiienieieceenteeeeee e 492
6.3.73.5  MLME-GAS.TESPONSE ...c.veevveeiieeiieeiieieeiieneeseeereesseesseesseessaesaesssenns 493
6.3.74 QoS Map element MaNageMENt...........c.ccuerririeirerienieeieierieneeeenee e ereeae e seeesenees 494
6.3.74.1  GENETAL....ouiiiieiiiiieiieieteetee ettt sttt 494
6.3.74.2  MLME-QOS-MAP.TEQUESL....c.eerereeiriieeiieeieeieeieeseee e eee e eeeeieens 495
6.3.74.3  MLME-QOS-MAP.INdICation .......c.ccceverimeieienineinenieniceecnenenene 495
6.3.75  Mesh peering ManagemeNnt .........cccuevuerueeieriirierierienieeteeteeeste et et st b eee st seeeeenees 496
6.3.75.1  INtrOAUCHION ....eitimiiiieiiiteieeteeteee ettt 496
6.3.75.2 MLME-MESHPEERINGMANAGEMENT.request.......c..ccccecueruenen. 496
6.3.75.3 MLME-MESHPEERINGMANAGEMENT.confirm.............cccceceee. 497
6.3.75.4 MLME-MESHPEERINGMANAGEMENT.indication ..................... 498
6.3.75.5 MLME-MESHPEERINGMANAGEMENT.I€SpPOnse ........ccceceevenene 498
6.3.76  Mesh pOWET MANAZEMENT ....c.eereieeieeieetieieeetieeeteeeeeeteeteeteesteeseeeseteeneeeeeeseenaeas 499
6.3.76.1  INtrOAUCTION .....eoviuiiiieiiriiieietintet ettt sttt 499
6.3.76.2 MLME-MESHPOWERMGT.IEQUESt.......ceveureeeieeeieeeerieieeeie e 499
6.3.76.3 MLME-MESHPOWERMGT.confirm........cccccceoereinineneeneneienenn, 500
6.3.77  Mesh neighbor offset Synchronization............coeecverereeieneneniienieneeieese e 500
6.3.77.1  INrOAUCTION ..ottt ettt 500
6.3.77.2 MLME-MESHNEIGHBOROFFSETSYNCSTART.request............. 501
6.3.77.3 MLME-MESHNEIGHBOROFFSETSYNCSTART.confirm............ 501
6.3.77.4 MLME-MESHNEIGHBOROFFSETCALCULATE.request............. 502
6.3.77.5 MLME-MESHNEIGHBOROFFSETCALCULATE.confirm............ 502
6.3.77.6 MLME-MESHNEIGHBOROFFSETSYNCSTOP.request ................ 503
6.3.77.7 MLME-MESHNEIGHBOROFFSETSYNCSTOP.confirm............... 503
6.3.78  Mesh TBTT adjustMment .........c..cceeuevueieeriniinieieeniicieiceteetereeeere et 504
6.3.78.1  INtrOAUCHION .....eouitinieiietirtiieteeteet ettt sttt 504
6.3.78.2 MLME-MESHTBTTADJUSTMENT.request .........ccccceeerveneecrennene 504
6.3.78.3 MLME-MESHTBTTADJUSTMENT.confirm ........cccccceevrerieerurnnne 505
6.3.784 MLME-MESHTBTTADJUSTMENT.indication...........cccccecuerverurnnenn 506
6.3.78.5 MLME-MESHTBTTADJUSTMENT.response.........cccccceceervereennnene 506
6.3.79  MCCA management iNtETTACE ..........cccueruieeiiieiiieiieieierte e 507
6.3.79.1  INtrOAUCHION .....couiriimiiiiiiiniiicceient ettt 507
6.3.79.2  MLME-ACTIVATEMCCA.LEQUESt ....veevervenieerrrereeieeeeieneeeeeeeeeseeneene 507
6.3.79.3  MLME-MCCASETUP.TEQUESt......cccuteiiaiieniierieiieeie e 508
6.3.79.4  MLME-MCCASETUP.CONIrM.....cccceeininiiininiinieieiieceeceeenen 509
6.3.79.5 MLME-MCCASETUP.INAIiCatioNn ......cccevverrieeieieierieeeeieieieeeeienens 510
6.3.79.6  MLME-MCCASETUP.IESPONSE .....ccververremreninienreeeiiererieieneeienaenneneene 511
6.3.79.7 MLME-MCCAADVERTISEMENT.request ........cccceevrereneeerenennn 512
6.3.79.8  MLME-MCCAADVERTISEMENT.confirm ........ccccccocevevninennennn 512
6.3.79.9 MLME-MCCAADVERTISEMENT.indication ............ccccccveerueenene. 513
6.3.79.10 MLME-MCCAADVERTISEMENT.I€SPONSE ......ceovveruieeereeieaieanienns 514
6.3.79.11 MLME-MCCATEARDOWN.IEQUESt ......ccveceruerriieieirieieencnieeneene 514
23

© IEEE 2016 - All rights reserved

Copyright © 2016 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-11:2018(E)

6.3.79.12  MLME-MCCATEARDOWN.Iindication..........c.ccecereeereneencrenennn 515
6.3.80  MBSS CONZESTION CONIOL ...uuiuiieiieiieiieiieeieieitieteie ettt st ere e sae e eneeneas 516
6.3.80.1  INtrOQUCTION ....otitieiieietei ettt 516
6.3.80.2 MLME-MBSSCONGESTIONCONTROL.request........ccccccereeeruenene 516
6.3.80.3 MLME-MBSSCONGESTIONCONTROL.indication..............c........ 516
6.3.81  MBSS PIrOXY UPAALE.....ccvieiieiieiieiiieeie et eiee st esetesetesteeaeebeesteessaessaeeeseenseensaeseas 517
6.3.81.1  INtrOQUCHION ....eviitieeieieiieiteeeie ettt et 517
6.3.81.2 MLME-MBSSPROXYUPDATE.r€quest........cceccerverereeniereinreniennns 517
6.3.81.3 MLME-MBSSPROXYUPDATE.confirm..........cccceoveirinenninennn 518
6.3.81.4 MLME-MBSSPROXYUPDATE.indication ...........cccceevvereeriireeiennens 519
6.3.81.5 MLME-MBSSPROXYUPDATE.IESPONSE .....ceeevemeeereeerieeeneeeereeeenenns 519
6.3.82  MBSS mesh gate annoUNCEMENLt ...........ccvervirrirrerierrierieierieneeeessesseeeeeaesieseeesseneas 520
6.3.82.1  INrOAUCTION .....eoviuiiiieiinieieietintee ettt ettt 520
6.3.82.2 MLME-MBSSGATEANNOUNCEMENT.request.......cc.ccoeereruenene. 520
6.3.82.3 MLME-MBSSGATEANNOUNCEMENT.indication ............c.......... 521
6.3.83  MeSh INK MEIIC .eveeuiiiieiieieieiieteesie sttt st st 522
6.3.83.1  INtrOAUCHION .....eitiiiiietiiteiecett ettt 522
6.3.83.2 MLME-MESHLINKMETRICREAD.request ..........cccceeereriereeuennens 522
6.3.83.3 MLME-MESHLINKMETRICREAD.confirm.........c.ccccoecereeveuenuenene. 522
6.3.83.4 MLME-MESHLINKMETRICREPORT.request.........cccceeververrenernnnnn 523
6.3.83.5 MLME-MESHLINKMETRICREPORT.indication ...........c..cccceeuenne. 524
6.3.84  HWMP mesh path SEIECtion .......ccccueeiiieiiiiieeiieie et 525
6.3.84.1  INtrOQUCHION ....eviitieiieieiieieeeeie ettt ettt nee s 525
6.3.84.2 MLME-HWMPMESHPATHSELECTION.request.........c..ceccereeuennnne 525
6.3.84.3 MLME-HWMPMESHPATHSELECTION.indication...........c..cccc..... 526
6.3.85  QMEF POLICY ..ttt ettt ettt 527
6.3.85.1  INtrOAUCTION ..ottt 527
6.3.85.2  MLME-QMFPOLICY .T@QUESL...c..eerirruieariieieeieeieesieesitesieeeie e enieens 527
6.3.85.3 MLME-QMFPOLICY .indiCation .........cccceververeeiesieneneenieniesieeieneens 528
6.3.85.4 MLME-QMFPOLICYCHANGE.request .......ccceevveevirrciienieeireieeieens 528
6.3.85.5 MLME-QMFPOLICYCHANGE.confirm.........cccceocevvervvenienirreiennnns 529
6.3.85.6 MLME-QMFPOLICYCHANGE.indication..........ccccecvrvrveeeerueneennnn. 530
6.3.85.7 MLME-QMFPOLICYCHANGE.response........c.ccceeceereereenueseeenenns 530
6.3.85.8 MLME-QMFPOLICY SET.I€QUESLt.....cccoerreererrireieenieieenienieeeneane 531
6.3.86  SCS request and reSpONSE ProCEAUIE .......eerueerrireereeieeieeteeieesteesaeereeereeseeensaeseeas 532
6.3.86.1  GONEIAL....c.eiuiiiiiiiiiiiiieee et 532
6.3.86.2  MLME-SCS.IEQUESL....c.erviierietirierieietesieriestee ettt sseneeneees 532
6.3.86.3  MLME-SCS.CONTIM.....cceriitiiiiiinieiei e 533
6.3.86.4  MLME-SCS.indiCation .........cocevvereriiririenienininenreeeeeeneeeeee e 534
6.3.86.5  MLME-SCS.TESPONSE ....cuvveurierieiieeeieiiieeiieeieesreeteesseesseesseesssesseesseens 535
6.3.86.6 MLME-SCS-TERM.I@QUESE ....cereereiiruieaiiieieeieeieeneesite e see e eniens 535
6.3.86.7 MLME-SCS-TERM.INdication.........cccccevverieirenenieineneieeecnenennene 536
6.3.87  QLoad report Management .........c.cecueerueereierierieeieeeeeieeeeeseesseesseesseeenseenseenseeseeas 537
6.3.87.1  GONETAL....ccuieiieiietieiieieeieeeee ettt sttt sttt ettt 537
6.3.87.2  MLME-QLOAD.TEQUESL ....cceeeiuieriieeeieiieeiieeieeeeeieeeeesiee e seee e eeeens 537
6.3.87.3  MLME-QLOAD.CONfIrM......ccceoueririniniiiiininieeeeeeeeneteeee e 538
6.3.87.4 MLME-QLOAD.INAICAtION ...c.eeeuiieiieiieiieriesiieeeeeiee e eee e eveeneeens 539
6.3.87.5 MLME-QLOAD.TESPONSE ...ecveeiiereieriieaiienieeieenieeneeesieeseeeseeseeenneens 539
6.3.88  HCCA TXOP advertisement Management ...........ecueeveeeeruerrereereersenseesuensesseseennes 540
6.3.88.1  GENETAL....ouiiiiiniiiiiieiee et 540
6.3.88.2 MLME-TXOPADVERTISEMENT.request.......ccceeerercvenieriirreeienaens 540
6.3.88.3 MLME-TXOPADVERTISEMENT.confirm............cccccovrverveerueeennne 541
6.3.884 MLME-TXOPADVERTISEMENT.indication ...........c.ccecereeerueeencne. 542
6.3.88.5 MLME-TXOPADVERTISEMENT.IESPONSE ....ccevveruereeieiiriieniannene 543
24

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.89  GCR group membership Management.............c.eeeueeeeerieesieeseesiereesreereeneeeneeeseeas 544
6.3.89.1  GeNEIAL....c.eiuiiiiiiiiiiiiieee et 544
6.3.89.2 MLME-GROUP-MEMBERSHIP.request..........cccceeevrverieereseeeennn. 544
6.3.89.3 MLME-GROUP-MEMBERSHIP.confirm...........ccceeerenenninenenne 545
6.3.89.4 MLME-GROUP-MEMBERSHIP.indication ..........ccccccceenecrennenee 546
6.3.89.5 MLME-GROUP-MEMBERSHIP.I€SpONSE .......cccceeeverreererreareanrenns 546
6.3.90 AP PeerKey management ..........cccecueerueeriienienienieiiesie et stee st 547
6.3.90.1  General.......ccoeiriiiiiieiiiieicietee ettt e 547
6.3.90.2 MLME-APPEERKEY .T€QUESL.......ccctiriieiieiieieeieeeieesiie e 547
6.3.90.3 MLME-APPEERKEY .indication .......cc.coccveeerenineeencnenicincnenienene 548
6.3.91  On-channel TUNNEIING OPEIAtION ....cuevvirueeuiiriiriieiieieeieeiteee ettt e 549
6.3.91.1  GeNEIAL....ouiiiiiiiiieiiei e 549
6.3.91.2  MLME-OCTUNNELIEQUESE....cc.ervieieiiriieiieierieeiieieie et 550
6.3.91.3  MLME-OCTunnel.indiCation ..........cceceeveeriererinienieneneeienieneeiens 550
6.3.92  Multi-band OPETation .........cceeeeierierieeieieiietesitete sttt eete e see e etesreseeesaenteseeenneneas 551
6.3.92.1  GENETAL....ouiriieniiiieiieiet ettt sttt 551
6.3.92.2  MLME-FST-SETUP.TEQUESL .....cceerirriireiiieiieieeieeeieesie e 551
6.3.92.3  MLME-FST-SETUP.INdication...........ccccoeruecerenenereneneiceneneeenenn, 552
6.3.92.4  MLME-FST-SETUP.TESPONSE ...cueeeirierieiieiieiieieenieesieseressesaeenseens 552
6.3.92.5 MLME-FST-SETUP.CONTIMM ...c.covirieiriiiiiniiieiiireeeereeeee e 553
6.3.92.6 MLME-FST-ACK.IEQUESL .....c.ervereiriirieieieiiniereteieeenieeeeeie e 554
6.3.92.7 MLME-FST-ACK.INdication..........ccccvereerieneninieieneneeieicneeieens 554
6.3.92.8  MLME-FST-ACK.IESPONSE......eertiereiiriieaiiirieeieeieenieesitesieeseesreeieens 555
6.3.92.9 MLME-FST-ACK.CONfIIM ....ccooireiieiiiirieriei et 555
6.3.92.10 MLME-FST-TEARDOWN.I@QUESL......ceerurrrriareiariieneienieeienieeieeniens 556
6.3.92.11 MLME-FST-TEARDOWN.INdication ........c..cccecervemreccrenreencnennennnn 556
6.3.92.12 MLME-FST-INCOMING.IEQUESL ....cevevereeriemreierieeeneeeerieneeeene e 557
6.3.93  DMG 1]y OPCIAtION ....veeveeneenieiieeieiesteeieeetetesteetestesteesaesaesseeseessessesseensensesseensensas 558
6.3.93.1  General....cocciviiiiiiiiiiiiiieicicee ettt e 558
6.3.93.2 MLME-RELAY-SEARCH.TEQUESL ......eeevieiieiieiieeiiesiieeiiesie e 558
6.3.93.3  MLME-RELAY-SEARCH.CONfIrM ...c..coveivinieiiiniineieiceecreenen, 559
6.3.934 MLME-RELAY-SEARCH.INdication........ccccecevvereeeeerienieeeceeenens 559
6.3.93.5 MLME-RELAY-SEARCH.IE€SPONSE.....cceeriureriaiieiieiiieeiienie e 560
6.3.93.6  MLME-RLS.TEQUEST .....covereuiriiriiieieicnienteteicnieeeesie st 560
6.3.93.7  MLME-RLS.CONTIIM ..c..eouiiiiiiniiiiiiiiiieeceeeeeeseeeeee e 561
6.3.93.8  MLME-RLS.INAICAtION .....erviriiiiiiiiniinieieiecniereeeeee e 562
6.3.93.9  MLME-RLS.TESPONSE ....ccveiuiiiiiiiiiiiiiiiieieie ettt 563
6.3.93.10 MLME-RLS-TEARDOWN.TEQUESL .....ceeverrraieeiieiieniieeieeieeieenieens 563
6.3.93.11 MLME-RLS-TEARDOWN.Indication........c.cccceveveeererenveencnennennnn 564
6.3.94  Quieting adjacent BSS 0peration...........cocceceviiieienininieneneeeeeeeeese e 564
6.3.94.1  GeNEIAL....cueiiiiiiiieiieit e 564
6.3.942  MLME-QAB.IEQUEST ....cc.eveuieiiriiieieiiiientetee ettt 565
6.3.94.3 MLME-QAB.CONTIM ....c.voiiiiiiiiiiiiciie e 565
6.3.944  MLME-QAB.INICAtION ......coviriiiiiiiiieieiecrereeceee e 566
6.3.94.5  MLME-QAB.TESPONSE ......covueriiriieiiiiinieeiieniesieeteeitete et 567
6.3.95  DMG DeamIOIMING.......ecieieiertieiieierie et etete st e et ete e saeste e e esaesbeeseessesteseaenseneas 568
6.3.95.1  GENETAL....ouiiiiiiiiiiieiiee ettt 568
6.3.95.2 MLME-BF-TRAINING.IEQUESE ....ceeuerueriiieiirienieeeeeee e 568
6.3.95.3  MLME-BF-TRAINING.CONfIIM ...c..ccoeiriinieiiiniiniiicnieeceeceeienee 569
6.3.954 MLME-BF-TRAINING.INdication..........ccccerveeruirenieereneeec e 569
6.3.96 PN @VENLE TEPOTE ..eeeiiiiieiiieiietieeite ettt sttt et ettt et e st e sateenaeeaseeaean 570
6.3.96.1  GENETAL....cuiiiieiiiiieiieieeetee ettt 570
6.3.96.2 MLME-PN-EXHAUSTION.INdication .......c.cccevevereeerenieincnieiennn, 570
6.3.96.3  MLME-PN-WARNING.INdIiCatioN......c.cocerveerereneeieinieieencrenieneene 571
25

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.3.97  Channel Availability QUETY .......ccveiuierieieiie et eae e 571
6.3.97.1  INrOAUCHION .....eouiiiiiiiiiteieieteetet ettt e 571

6.3.97.2 MLME-CHANNELAVAILABILITYQUERY .request .........cccoeuene. 571

6.3.97.3 MLME-CHANNELAVAILABILITYQUERY .confirm .................... 572

6.3.97.4 MLME-CHANNELAVAILABILITYQUERY .indication................. 573

6.3.97.5 MLME-CHANNELAVAILABILITYQUERY .response................... 574

6.3.98  Channel schedule Management............cecueruireeierieniieieierieneeeeree e eeeeee e eeeeaeneas 575
6.3.98.1  INrOAUCHION .....couiiiiieiirieieiciietetctee ettt 575

6.3.98.2 MLME-CHANNELSCHEDULEMANAGEMENT.request.............. 575

6.3.98.3 MLME-CHANNELSCHEDULEMANAGEMENT.confirm............. 576

6.3.984 MLME-CHANNELSCHEDULEMANAGEMENT.indication ......... 577

6.3.98.5 MLME-CHANNELSCHEDULEMANAGEMENT response ........... 578

6.3.99  Contact verification SIZNal...........cccovirieieriiiiiieiesieeeeierese et 579
6.3.99.1  INtrOAUCTION ..ottt ettt 579

6.3.99.2  MLME-CVS.IEQUESL .....ccruiiiieiieriieeiieiteeiteeie ettt 579

6.3.99.3  MLME-CVS.INdiCatiON.......cceevirvirieieieieeierieiee e 580

6.3.100  GDD ENablement.....c..ceiuiruiieiiriiriiieieiestenteeeiceee sttt st see e 581
6.3.100.1  INtrOQUCTION ....eviitieiieietieieteie sttt ettt ettt s ae 581

6.3.100.2 MLME-GDDENABLEMENT.IEQUESE .....ccveieeeviieieeeeieeeeeee e 581

6.3.100.3 MLME-GDDENABLEMENT.cOnfirm.......cccccoceveneineneinineennn 582

6.3.100.4 MLME-GDDENABLEMENT.Iindication...........cccceevecvrverieneersieneennen. 583

6.3.100.5 MLME-GDDENABLEMENT.IE€SPONSE......c.cevvveriierereiieaeienieaiaenienns 583

6.3.101 Network channel control ManagemMent .............c.ecerveeeerieriereerienieseeieie e eeereeees 584
6.3.101.1  INtrOQUCTION ....eviitieiieietceitetee sttt sttt 584

6.3.101.2 MLME-NETWORKCHANNELCONTROL.request.........cccceceruennee 584

6.3.101.3 MLME-NETWORKCHANNELCONTROL.confirm..............c......... 585

6.3.101.4 MLME-NETWORKCHANNELCONTROL.indication .................... 586

6.3.101.5 MLME-NETWORKCHANNELCONTROL.response ..........cc.cc.c..... 587

6.3.102  White Space Map (WSM)......ooeriririeiirieeierie sttt sttt s 588
6.3.102.1  INtrOAUCTION ....eviitieiiiieteeieeeetenie ettt st 588

6.3.102.2 MLME-WSM.I@QUEST ...c..eveueeiirriierieiirienieneeienieeeeeie et 588

6.3.102.3 MLME-WSM.INdiCatioN........ccervireeieieeerierieceeseeeeee e 589

6.3.103  Estimated Throughput (ESTT) ...cccecveriieieieiicieiesieceeeeeee ettt 589
6.3.103.1  GeNeIal....c.cciiiiriiiiiiiiiiieicicceee ettt et e 589

6.3.103.2 MLME-ESTIMATED-THROUGHPUT.request.........ccceeeruereererurnnnne 589

6.3.103.3 MLME-ESTIMATED-THROUGHPUT.confirm..........c..ccccecvervrvrnnee 591

6.3.104 Get authentication/assoCiation STALE.........cccuevirerrierireeieiereeeetese e e 591
6.3.104.1  GeNEIAL....c.eeuiiiiiiiiiiiiiieeceeeee et e 591
6.3.104.2 MLME-GETAUTHASSOCSTATE.r€QUESt......cerveeeerrieieeenreeeeenen, 592

6.3.104.3 MLME-GETAUTHASSOCSTATE.confirm ........cccccccoveneneinennennne. 592

6.4  MAC state generic convergence function (MSGCF) .......cccoeviviivierienenieieieieee e 593
6.4.1 Overview of the convergence fUNCHON .......cccuevuiririeienienerieieeresceee e 593
6.4.2 Overview of convergence function state machine...........ccecveeveviereeceenienineeiennene 593
6.4.3 Convergence function State LiSt..........ccerereeieriiriinieneeterieeceeeese e 594
6.4.3.1 ESS CONNECTED.......ccctieiitieeieieeteeeeeee ettt 594

6.4.3.2 ESS DISCONNECTED ......coioiiiniiieiniiniiiciecrieeeieee s 594

6.4.3.3 ESS DISENGAGING ....oooteuieiiiiiieiieiieieieeeie et 594

6434 STANDBY ..ottt e e 594

6.4.4 Convergence function state tranSitions ..........cecueverereerierieseeriesieneseeseeseeseeieneeas 594
6.4.4.1 Transitions to ESS CONNECTED ......ccccooeviiiiiinieee e 594

6.4.4.2 Transitions to ESS  DISCONNECTED .......ccccecvvvenenieiiieneeeeeen 595

6.4.4.3 Transitions to ESS DISENGAGING ........ccccecvvirierieieieierieeeeee e 595

6.4.4.4 Transitions t0 STANDBY ...c.cociiiiiiiiiiiinenieeeceseeeciene e 595

6.4.5 Convergence function informational EVeNnts ...........ccecevuereeierieneeieenieniesieienieneean 595

26

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

6.4.6 MAC state generic convergence SAP........occcvviieiiiciieieeeeeee e 595

6.4.7 ESS Status TEPOTTINEZ ... ccuveveriireieieienieeteiteiesteeeete sttt esae e seeseetesseeseensesaesseeneeneas 596

6.4.7.1 MSGCF-ESS-LINK-UP.Indication...........ccecerueeeruerierieesienieeeeeeeseenas 596

6.4.7.2 MSGCF-ESS-LINK-DOWN.INdication ..........ccceeeuireerieenecneneneenas 597

6.4.7.3 MSGCF-ESS-LINK-GOING-DOWN.indication..........c.coccoevvecnnennee 598

6.4.7.4 MSGCF-ESS-LINK-EVENT-ROLLBACK .indication...................... 599

6.4.7.5 MSGCF-ESS-LINK-DETECTED.indication...........cccceceeerecruennennn 600

6.4.7.6 MSGCF-ESS-LINK-SCAN.ITEQUEST .....ceevvirenreririeienieiinieieieeieneenenan 601

6.4.7.7 MSGCF-ESS-LINK-SCAN.CONfIIM ....oeeiviiiieiiriiieieceieneeeieeeeenae 602

6.4.8 Network CONTIGUIATION .....c.veieruieieierie ettt ettt sae s enee e 602

6.4.8.1 MSGCF-ESS-LINK-CAPABILITY .r€QUESt ..ceeveeenieiieeerieieeeeeeeenias 602

6.4.8.2 MSGCF-ESS-LINK-CAPABILITY.confirm .......ccccccoceveneeninennencne 603

6.4.8.3 MSGCF-ESS-LINK-PARAMETERS.request.........c.ccccecerenveenennences 604

6.4.8.4 MSGCF-ESS-LINK-PARAMETERS.confirm..........ccccccereirinenenee 606

6.4.8.5 MSGCF-GET-ESS-LINK-PARAMETERS .request.........cccccceennenee 606

6.4.8.6 MSGCF-GET-ESS-LINK-PARAMETERS.confirm .............cce.ee. 607

6.4.9 INEEWOTK BVEIES ..c.enviitiiiieeeiieeeteeiteterte ettt ettt 607

6.4.9.1 MSGCF-ESS-LINK-THRESHOLD-REPORT.indication.................. 607

6.4.10  Network command INtETfACE.........cuevueririeiiiriiiiiieetee e e 608

6.4.10.1  MSGCF-ESS-LINK-COMMAND.Ie€quest.........ccccerveveruemueerrereneenenne 608

6.4.11 MAC state SME SAP—mobility management ...........cccceeeveeeeneeneneeneeneneennennen 609

6.4.11.1 MSSME-ESS-LINK-GOING-DOWN.indication.............ccceeerueuncne. 609

6.5 PLME SAP INEEITACE ....cveuieiiiiiriiieiieiisieseetc ettt 610

6.5.1 GEMNETAL. ...ttt ettt et st e b ettt b et nae s 610

6.5.2 PLME-RESET.TEQUESE......ccctiiitiieiiieiiieie ettt ettt ettt ettt e 610

6.5.2.1 FUNCHON ..ottt 610

6.52.2 Semantics of the Service primitive ..........ccoeceecveeciereieenieeiereesie e 610

6.5.2.3 WHhen generated.........ooeeeevierieriieieieie ettt 610

6.5.2.4 EAfeCt Of T@CRIPL..c.vivieiieieeieeiee et 610

6.5.3 PLME-CHARACTERISTICS.TEQUESE ....veevieiieeiieeiiieie ettt 611

6.5.3.1 FUNCHION ..ottt 611

6.5.3.2 Semantics of the service primitive..........ccecevevererieneneneeereneniene 611

6.5.3.3 WHhen enerated.........oceeeeveienieieienie ettt 611

6.5.3.4 EffeCt Of T@CRIPL..c.viiveeieieeeeieeeee e 611

6.5.4 PLME-CHARACTERISTICS.CONFIIM ....euvenieiieiiieieiieesieeeeeceieee e 611

6.5.4.1 FUNCHION ..ot 611

6.5.4.2 Semantics of the service primitive.........coccoeeceeereeceeeneniecneenenenennnn. 611

6.54.3 When generated.........coooeeieiieiieiieee e 614

6.5.4.4 EffeCt Of T€CRIPL..e.vivieieieeieieeceeee e e 614

6.5.5 PLME-TXTIME.LEQUESE .....cuveueevitiienienirieeenieneeeeseeeeseenesieseeneenessesseseeneenesseseeneeneas 614

6.5.5.1 FUNCHION ..o 614

6.5.5.2 Semantics of the Service primitive ..........ccoeceereecieeceenieerieseesie e 614

6.5.5.3 WHhen generated.........cceveiieierieniieieieie ettt ettt see e 614

6.554 EAfeCt Of TECRIPL..c.vitieieieeieeieeer e 614

6.5.6 PLME-TXTIME.CONTIIML....c.eiuiitiitiiiietiitiieeeee et 615

6.5.6.1 FUNCHION ..ot 615

6.5.6.2 Semantics of the Service primitive ..........ccoeceerieeciiecieeneenieseesieeee e 615

6.5.6.3 WHhen enerated..........cceevvevieriinieieierie ettt 615

6.5.6.4 EffeCt Of TECRIPL..c.vivieieieeeeieiee e e 615

7. DS SAP SPECITICALION. .. .evieeiiiiitieiieie st eietet ettt ettt te st et e steeteesbesbesseesesseeseessesesseensensesseensensens 616

7.1 INEOAUCTION . ...ttt ettt ae ettt me b e bt see e st eneeeeneenea 616

7.2 SAP PIIMITIVES ..ottt sttt et ettt st estesteestebesbeeseenbesbesstensensesseensentesseensensens 616
27

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

7.2.1 (€531 157 1 USSR 616
7.2.2 MSDU trANSTET.....eeveeuieiiieiieieieeeete ettt sttt et e b et entebeseeeneeneas 617
7.2.2.1 GENETAL ...ttt sttt st st 617
7.2.2.2 DS-UNITDATA.TEQUESE ....eeeieiieeiieeieeiieeie et eieesieeseeeeee e eeeeeeeneeas 617
7.2.2.3 DS-UNITDATA.INAICAtION. ......couiriiieiieiiniinieieirieteieee et 617
7.2.3 MapPING UPAALES .....couveiiiiieieieriieietest ettt sttt sbe et st e 618
7.2.3.1 GONETAL....eeuieieeiieiieieeicete ettt ettt e e te et sbesreesb e beseeenneneas 618
7.2.3.2 DS-STA-NOTIFY .T@QUESL ...veverienieieniieiieienieeieetente e eieeie e sie e 618
8 PHY SErvice SPECITICAtION. ....eviitieuieiietieeieteteete ettt sttt ettt e ste st et esbesseesaebesseensensessesnsensens 620
8.1 Lo ) o1 TS PRRPRUSRRT 620
8.2 PHY FUNCHONS ..ottt ettt ettt 620
8.3 Detailed PHY service SpecifiCations...........c.eeeuieeieeriienieieiesieeieeieesteeseeseeesere e eveeeeensaeseeas 620
8.3.1 Scope and field of APPLICALION ......eeveviiirieierie et 620
8.3.2 OVEIVIEW Of the SEIVICE ....eviviiieiieiiiieieeterte ettt sttt s 620
833 OVETVIEW Of INETACTIONS . ... eeeiietieeeieeie ettt ee et eae et eseeenee e e eaeeeeas 620
8.3.4 Basic SErvice and OPHIONS........c.eeueriereeieieiestieieetente sttt te et e e seesreestebeseeeneeneas 620
8.3.4.1 PHY SAP peer-to-peer Service primitives .........cceeceecveeeveecreenreeneeeenns 620
8.3.4.2 PHY SAP inter-(sub)layer service primitives.........coceeeeveruerrereeenenne. 621
8.3.4.3 PHY SAP service primitives parameters ............coeeeerveeeereeneseeneennes 621
8.3.4.4 Vector dESCIIPLIONS ....eevieeieiieriieeiieeieeeeeeeeeeseesteesaeseesnseeseeseeseeas 622
8.3.5 PHY SAP detailed service specification..........ccceeveireeienieneeienienieeieiese e 623
8.3.5.1 TNErOAUCTION ..ttt ereeeeas 623
8.3.5.2 PHY -DATA.TEQUEST...c.eeieiieiieieestieeiee sttt e eaeeeeas 623
8353 PHY-DATA . NAICAtION ...ttt 623
8.3.5.4 PHY -DATA.CONTIM.....cieiieiieiiesiieee et 624
8.3.5.5 PHY-TXSTART.IEQUESE....ceeeiieiieiiiieeiiieie ettt 624
8.3.5.6 PHY-TXSTART.CONIIM...cceeiiriirieiiniiniieiieieneeeeteee et 625
8.3.5.7 PHY -TXEND.TEQUESL ....eetieiieiieeiieiieciieeie ettt see e e e 626
8.3.5.8 PHY-TXEND.CONTIIM ...c.veuiiiiiiiiieiiriiicieienicneeeceeee et 626
8.3.5.9 PHY-TXHEADEREND.INAiCAtiON. ......ceivieeiieeiiiieieie e 627
8.3.5.10 PHY-CCARESET.TEQUESE ....cceeeruiiiiiiiieeieeieeie et 627
8.3.5.11 PHY-CCARESET.CONFIIM ...c.ceeruiniiiiininiiieininecirienceeiecsieeeeenes 628
8.3.5.12  PHY-CCA.INAICAtION ...ecvreiieiieiieree ettt eee 628
8.3.5.13  PHY-RXSTART.INAICAION ....eveeerenieiieiieieieeiieiieieie st 632
8.3.5.14  PHY-RXEND.INICAtION.......cotereeiieieiieieeieieiieieeceeeeieae e 632
8.3.5.15  PHY-CONFIG.IT@QUESt.....eeuietieiieeieeiieeie et eie ettt e e e 633
8.3.5.16  PHY-CONFIG.CONFIIM...c.coviiriniiiiiiininicicinieetrieneeeeeeseeeenes 634
8.3.5.17 PHY-TXBUSY.INAICAtION ...ecvreiieririeiieeiieiieie e 634
8.4 PHY MANAZEIMENL ......ooiiiiieiieiieeiie ettt ettt ettt e st e sate st e et e bt e sbeesneesatesnneenseens 635
9. FTame FOTTNALS ......ccueeiiiiieiie ettt ettt e st e et e st e e sbe e bt e seesseeenseenseenseenseenseennean 636
9.1 General TEQUITEIMENLS .......c.eiuirieieiiititiietetee ettt ettt sttt st eae s et e e eae b saesaenean 636
9.2 MAC frame fOTMALS .....c..eitiitieieiietieieie sttt ete ettt et e st et et e steesbessesseessesassaessensesseessensessaans 636
9.2.1 BaSic COMPONENLS .......eruiriieieiiiieiieie ettt ettt et et ste ettt et seeeneenees 636
9.2.2 CONVEINTIONS ...eeuvteiieiieeteettesteesitesitestteeeeesseesseeseesseasseesssesnsessseenseenseesseesssessnesssenns 636
923 General frame fOrmMat..........cooveieriirieieieeee et 637
9.2.4 Frame fIeldS .....covieeiieieeiee e et 638
9.2.4.1 Frame Control field.........ocevivirieniiiiieieiecceee e 638
9.2.4.2 Duration/ID field........ccceeiuierieiieeiieie e 644
9.24.3 AAAress fIeldS......cverierieieieieieeieee e e 645
9.2.4.4 Sequence Control field.........ccocovieierinirieieeeeee e 646
28

Copyright © 2016 IEEE. All rights reserved.

© IEEE 2016 - All rights reserved



ISO/IEC/IEEE 8802-11:2018(E)

9.24.5 QO0S Control field ......c.ooeeviiiiiiiei e
9.2.4.6 HT Control field........oceeieieiiieieiest e
9.24.7 Frame Body field .........ccooiieiiiiiiiiccccccesceeee e
92438 FCS fIeld e et
9.2.5 Duration/ID field (QOS STA) ..oouiiieiieeieeee ettt
9.2.5.1 GENETAL ...ttt
9252 Setting for single and multiple protection under enhanced
distributed channel access (EDCA) ......cccoecvveiieiieniieeieieereere e
9.253 Setting for QoS CF-Poll frames .........ccceeeuveeieeiieciiiieeeieeee
9254 Setting for frames sent by a TXOP holder under HCCA.....................
9.2.5.5 Settings within @ PSMP SEqUENCEe.........cccuevveririenirienieneeieienieeiene
9.2.5.6 Settings within a dual CTS SEqUENCE........cceveeveriecierieeeeieieeeeieins
9.2.5.7 Setting for control response frames ..........cccecvevererieeneneeieneneeeenen
9.2.5.8 Setting for other response frames............ccoeceereeciirceenieniereesieee e
9.3 Format of individual frame tyPes........ceeveierierieieieiereeiee e
9.3.1 CONLIOL TTAMES ....evieniiiieiieie ettt ettt ettt be e b
9.3.1.1 Format of Control frames..........cccocerueoieirinenineeeeee et
9.3.1.2 RTS frame fOrmat ........ccccevveieriirieienieiieieieseeeete e
9.3.13 CTS frame fOrmat ........cocevereeienienieieiereeteeeee e e
9.3.1.4 Ack frame format........c.ecvevvereeieriereciceeee e e
9.3.1.5 PS-Poll frame format ...........cceceveriiieiininiinincicceeneeeeceeseeeenan
9.3.1.6 CF-End frame format.........ccceoeverienenenieiciceneceencseeteie e
9.3.1.7 CF-End +CF-Ack frame format..........cccocvevuenirieneneneeiciene e,
9.3.1.8 BlockAckReq frame format...........ccoceevvevenerienenieneneeeiesceeeen
93.1.9 BlockAck frame format ..........cccooevireieininerceeee e
9.3.1.10  Control Wrapper frame ...........ccecerirerrieneneneneeieese et
9.3.1.11  Poll frame format ...........ccocereeierininiiniienceeeeeeeee e
9.3.1.12  Service period request (SPR) frame format...........ccoecervverenirieriennnne
9.3.1.13  Grant frame format..........cccoecerierieniniriereeseeeeeee e
9.3.1.14 DMG CTS frame format..........cccecuerirerrienenininiecneneeieicneeieene
9.3.1.15 DMG DTS frame fOrmat..........ccceecuerrirerierienienieeienieneseesieseeseeneeens
9.3.1.16  Sector sweep (SSW) frame format...........ccocevereeeenienenennienineniens
9.3.1.17  Sector sweep feedback (SSW-Feedback) frame format .....................
9.3.1.18  Sector sweep Ack (SSW-Ack) frame format..........ccceeeerenirennienene
9.3.1.19  Grant Ack frame format...........cccceveririinineneninieeseneee e
9.3.1.20  VHT NDP Announcement frame format...........ccoeerercvenenineeriennnnn
9.3.1.21  Beamforming Report Poll frame format...........c..cccoecenenenincnenne.
932 Data framES ...co.eovveriiiieiiieeee et
9.3.2.1 Format of Data frames .........ccoeeeeerieriinieieieniceceeseeeeeie e
9322 Aggregate MSDU (A-MSDU) format .......ccccecvevevenenccnieneneneeneene.
9.33 Management frAMES........c.evvervieieierieeeeeeie ettt esteste et e steeteesaessessesseensensesseessesens
9.3.3.1 Terminology of Management frames and MMPDUs..........................
9.3.3.2 Format of Management frames.............cceeveeiiereenienie e
9.3.3.3 Beacon frame format...........oceeceerieriiieienienececeee e
9334 ATIM frame fOrmat ........cccevuevirieieniiieieieeeeeteese e
9.3.3.5 Disassociation frame format ............coccevevervierenieneneeeeeseeeeee e
9.3.3.6 Association Request frame format............cccoeeeveeeniencieeceeceeeeeee.
9.3.3.7 Association Response frame format ...........cceeveveveneneecieneneseeenne,
9.3.3.8 Reassociation Request frame format............ccecvevieveneninieneneneeene,
9.3.3.9 Reassociation Response frame format...........cecceevveeieecieecieeneeneenen.
9.3.3.10  Probe Request frame format ...........ccccoeeveeienienienenieieeceecee e
9.3.3.11  Probe Response frame format............cecceveverieniniienieneneenienieneniens
9.3.3.12  Authentication frame format.............cocooeoirviiiiniinenee e
9.3.3.13  DeauthentiCation ...........cocecveererrenieerenienieenieneeeeeeie sttt
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9.3.3.14  Action frame format.............cccoeeeiiiiiiiiciie e 715
9.3.3.15  Action No Ack frame format...........ccccceevieeviriieciecieciecieee e 716
9.3.3.16 Timing Advertisement frame format ...........c..cccccooevievinenenninennennnn. 716
9.34 EXtENSION FrAMES.....oouviiiiiiieeteeeeee ettt e ae e eeaeens 716
9.3.4.1 Format of Extension frames.............cccoevveiieeiiiieiiceiecie e 716
9342 DMG BEACOM ..ottt 717
9.3.5 Frame addressing in an MBSS.......cc.ooiiiiriiiiiiciee et 721
Management and Extension frame body COMPONENLS .........ccevvevueeienenirienienierienie e 723
9.4.1 Fields that are not €lements ..........cccoeeeiieeiiiiiiiiecieeceeecee e e 723
9.4.1.1 Authentication Algorithm Number field..........cccccovevininieniiinienn, 723
94.1.2 Authentication Transaction Sequence Number field ............c.cccceeu.ee. 724
94.13 Beacon Interval field............cccoooiiiiiiiiiiec e 724
94.14 Capability Information field...........ccooovirierininiienieneee e, 724
9.4.1.5 Current AP Address field.........cccooeioiiiiiiiiieeee e 727
9.4.1.6 Listen Interval field............cooooiiiiiiiiiiiiiciie e 727
9.4.1.7 Reason Code field........cooviieviieiiiieiicceee et 728
9.4.1.8 ATD fIEld ... 731
9.4.1.9 Status Code field.......ccueeiiiiiiiiieiiceecee e 731
9.4.1.10  Timestamp field ......ccoovieiiieiiiieeiceeeeee e 736
9.4.1.11  Action field .....coooviiiiieiee e 736
9.4.1.12  Dialog Token field .........cccceveririieiiniirieieie e 738
9.4.1.13  DLS Timeout Value field..........cccooeviiiiiiieieeeceece e 738
9.4.1.14  Block Ack Parameter Set field.........c..ccoevvieeiiiieiiiiicicccee e 738
9.4.1.15 Block Ack Timeout Value field........c..coevereiiiieviiieicie e 739
9.4.1.16 DELBA Parameter Set field.........c..cocooviiiiieiiiicieeeeceeeeee e, 739
9.4.1.17  Q0S INfo fleld.....coioiiiiiiiiiiiieeceee e 739
9.4.1.18  Measurement Pilot Interval field............ccccoeoviiiiiiiiiiiii e 741
9.4.1.19 Max Transmit Power field ..........c.cccooooiiiiiiiiiieieeeeeeeee e, 741
9.4.1.20  Transmit Power Used field ..........ccociriieiiiiiiiiieieeecieceeee e 741
9.4.1.21  Channel Width field........c..cccooiiiiiiii e 741
9.4.1.22  Operating Class and Channel field............cccceevererienenencieneniiiieiene 742
9.4.1.23  SM Power Control field ............cooiiiiiiiieiiiiiiceee e 742
9.4.1.24  PCO Phase Control field ..........cccoveeiiiieiiiei e 743
9.4.1.25 PSMP Parameter Set field........cccocveviiiiiiieeieieicceecie e 743
94126 PSMP STA Info field......cooovviimiieieee e 744
9.4.1.27  MIMO Control field.........cccoviiiiieiieiieieeee e 745
9.4.1.28  CSIReport field .......ccooeriirieieiniiieieiiereeeeeeeeee e 746
9.4.1.29  Noncompressed Beamforming Report field .........ccceeevecvenininieiennnne 748
9.4.1.30  Compressed Beamforming Report field ..........cccooevererceneninienienens 750
9.4.1.31  Antenna Selection Indices field ...........cccoeeeeviiiiiiiiiiiiccece e, 753
9.4.1.32  Organization Identifier field...........cccevvierieririniieieeeeceeeeeee 753
9.4.1.33  Rate Identification field ...........cccoeuieviievieiieiieieceeeeee e 754
9.4.1.34  GAS Query Response Fragment ID field ............cccoeeeiieeieiiieenne 755
9.4.1.35 Venue Info field .........ocooiviieiiiiiice e 756
9.4.1.36  Target Channel...........ccccoeoiiinininiiiiniiiciceeeeceee e, 759
90.4.1.37  Operating ClassS ........ccueeeeeerierieriieieienieeteie e eteete e seseestetesreenaenaens 759
9.4.1.38  Send-Confirm field ........ccooeeviiiiiiiiiiie e 759
9.4.1.39  Anti-Clogging Token field.........cccccorirvieninieieieieiececeeec e 759
9.4.1.40  Scalar field .......ceoveierieieeeeee e 760
9.4.1.41 Finite field element (FFE) field .........ccccooimninnieieeeer e 760
9.4.1.42  Confirm field.........ooooiiviiiiiieiiieee e 760
9.4.1.43  Finite Cyclic Group field .........cccoconeciiininiiininiiicccceceee 760
9.4.1.44 TXOP Reservation field...........ccooureeiiiiiiiiei e 760
9.4.1.45 Relay Capable STA Info field.........cccoeeevenenininieieeeeeeeee 761
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9.4.1.46  Band ID field.......ccooeieiiieieieeee e 761
9.4.1.47 DMG Parameters field .........ccceririririieninieecceieeeeceee e 761
9.4.1.48  VHT MIMO Control field.........ccoecereieirineeierereeee e 763
9.4.1.49  VHT Compressed Beamforming Report field .........ccceevevienirveiennne 764
9.4.1.50 TVHT Compressed Beamforming Report field...........ccccererireeinnnene 773
9.4.1.51 MU Exclusive Beamforming Report field............ccocerirrcirrciicnennnne 774
9.4.1.52 TVHT MU Exclusive Beamforming Report field ............coccevveinnnne 778
9.4.1.53  Operating Mode field.........ccoeerieiinininieieneeeeeseeeeeie e 778
9.4.1.54  Membership Status Array field........cccooceeiieneiiiiiiniieee e 782
9.4.1.55  User Position Array field .........ccccovirirvieninininieieeeceeeceeee 782
9.4.1.56  Device Location Information Body field........c..cccceeeverviinenininnennne 782
9.4.1.57 WSM Type field and WSM Information field............cccccererrrveriennene 783
942 ELEMENES......cueititiiciiiiititcte ettt sttt sttt ettt 784
9.4.2.1 GENETAL ...ttt e 784
9422 SSID CIEMENL ....cuvevieeieiieiieieie ettt ee e ae e 790
9423 Supported Rates and BSS Membership Selectors element................. 790
94.2.4 DSSS Parameter Set element ..........coeoveerireieiniereiee e 792
9.425 CF Parameter Set element...........ccocvevereeieienieneneenieseeceie e 792
9.4.2.6 TIM EIeMENL......couiiiiiiiinieierteeeeees ettt 792
9.4.2.7 IBSS Parameter Set element ..........ccoceeveieienieneneeeeieneeeeeee e 795
9.4.2.8 Challenge Text €lement .........ccceeeeeerierierieienieneeeesie e 795
9.4.29 CoUntry EleMENt........cecuieiieiieiieeie ettt esee e eaeeaeeeeens 795
9.4.2.10  Request ClemMENt ........cccevueriireeieieriieiieie ettt ettt 798
9.4.2.11 Extended Request element...........cccoeeeeereneiininiienienenceieicseeiene 798
94212  ERP CleMENL....ccuiiiiieiiiiiiiieiceesiee et 799
9.4.2.13  Extended Supported Rates and BSS Membership Selectors element. 799
9.4.2.14  Power Constraint €lement ............ooeeeerierenerieninienenenceieeseeiene 800
9.4.2.15  Power Capability lement ...........cccceeverierereeieeieienieseeeeieie e 800
9.4.2.16  TPC Request €lement.........cccoeeeeeririirierienienieeiieieiesie et 801
9.42.17  TPC Report €lement.........c.cecueecuieriienieiiesieeeeieesee e 801
9.4.2.18  Supported Channels element............ccceveeeerienierienenienieneseeieie e 802
9.4.2.19  Channel Switch Announcement element ............cccceceeveeverenereenennen. 802
9.4.2.20  Secondary Channel Offset element............ccecvevievenenveecieneniiieieens 803
9.4.2.21 Measurement Request €lement ...........cccoeeveeienienienenencienienicneeieins 804
9.42.22  Measurement Report element ..........ccocueeiienieiienieniecie e 835
9.42.23  QUICE CIEMENT ....ocvviiiiiiiciieeiecee ettt ettt 881
904224  IBSS DFS €leMeNt ......cceeuirueieiiriieiesieieieeie ettt eeene 881
94225  RSNE ..o 882
9.4.2.26  Vendor Specific €lement...........cceririirierienienieeieieiese e 890
9.4.2.27 Extended Capabilities element.............cceeeeereerienienienieeieeie e 890
9.4.2.28 BSS Load €lement.........cccevueeeieieiiiiiiieienieereeeeie et 896
9.42.29 EDCA Parameter Set element...........ccecevererrecinreneincneneneecnennennen. 897
9.4.2.30  TSPEC €lemMeNt .....ccuevuerieiiiiniieiiiiinieeeeniete ettt 899
94231  TCLAS CIEMENL ....cuveviiiiiiciieieniiteeeesteseeeceeee ettt 906
9.4232 TS Delay element.........cccceoerivieinininieieineieeeeeeseee e 914
9.4.2.33  TCLAS Processing €lement..........c.ccceevereerierreeiesieneneecienienieseesnennens 914
9.4.2.34  Schedule element ...........eeceeeeieriiiieiiene e 915
9.4.2.35 QoS Capability element ..........c.cceecuerririeiienienieeieienieseeeesieve e 916
9.4.2.36 AP Channel Report element...........cccevereerieneniniienienenceieieseeiens 916
9.42.37  Neighbor Report element...........cccoeeeiiiiieiiiriieieeeeeese e 916
0.4.2.38  RCPICIEMENt.....c.eeieiiiieiieieiecieeeetee ettt 923
9.4.2.39  BSS Average Access Delay element ...........ccoceoueeveieinenicnenincniennne 923
9.42.40  Antenna element ...........ocevueieiririnieieereee e 924
9.42.41  RSNICIEMENL.....ccuimiiiriiniiiciirinteietec ettt 925
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9.4.2.42  Measurement Pilot Transmission element ..........cccceeverceevenineniennns 925
9.4.2.43 BSS Available Admission Capacity element............ccceceererireeriennene 926
9.42.44 BSS AC Access Delay element ..........cocceeeveinenieneeinenenienencneniennen, 927
9.4.2.45 RM Enabled Capabilities element............coceeevevreveenienenceenieniiieeienns 929
9.4.2.46  Multiple BSSID €lement........cccecuerueriirierieniinieniieieiese e 931
9.4.2.47  Mobility Domain element (MDE)........c.ccceooiiiienienienieeieeie e 933
9.4.2.48  Fast BSS Transition element (FTE) .......ccecvevviveneneneeieieccieieee 933
9.42.49  Timeout Interval element (TIE) .......cccccceeiiinciiiiiiiieeiecieeieeie e 936
9.42.50 RIC Data element (RDE) ........cccoeiiriiiiiiiiienieeeeeeeese e 936
9.4.2.51  RIC DeScriptor €lement ..........ccecuevuirverierienienreeieiesieseseeieieseeneneens 937
9.4.2.52  DSE Registered Location element ............coceeeevuenienienereenieneneniennns 937
9.4.2.53  Extended Channel Switch Announcement element.............ccccoeneee. 939
9.4.2.54  Supported Operating Classes element.............ccceeueveerereerieriineniennens 939
9.4.2.55 Management MIC element...........c.cccerieeiieiieniienieniesie e 941
9.4.2.56  HT Capabilities element.........cceccerveerieririerienieeieiereseeeeieieseeneeens 941
9.4.2.57 HT Operation element............ccccceverueieirinerineneneeieenieeeeecsenneneene 950
9.4.2.58  20/40 BSS Intolerant Channel Report element...........cccccevvvriirveienen. 954
9.4.2.59  Overlapping BSS Scan Parameters element ............ccccceceevenineniennene 955
9.4.2.60  20/40 BSS Coexistence element ...........ccoceeereeierienieneneenieneneniennens 955
9.4.2.61 Time Advertisement €lement............c.cceverreeierierieneneeciesese e 956
9.4.2.62  Link Identifier element.............ccccecevecirininniineneneincneeeecserenee 958
9.42.63  Wakeup Schedule element...........ccoeceerieeiieniienieiieriesie e 958
9.4.2.64  Channel Switch Timing element............cccoocevievieiienienencieieiceeiene 959
9.4.2.65  PTI Control €lement...........coceeeeieriniirienienienieeieeteiese et 959
9.42.66 TPU Buffer Status element ............coceeeerereneeneneeeeseececeeeee 960
9.4.2.67 Event Request €lement..........ccceecveieriiririenienieeieieiese et 961
9.4.2.68  Event Report €lement.........cccevvieiiiesiieiieiieie et see e ae e 967
9.4.2.69  Diagnostic Request lement...........cccceecverierieeieieiienieneeieieiceeeieins 973
9.4.2.70  Diagnostic Report element...........cccooeveerieneneniniienieneneeieicseeiene 984
9.4.2.71  Location Parameters element.............ccccevereririnienicnencenienineniens 986
9.4.2.72  Nontransmitted BSSID Capability element............ccceeevererireeniennene 994
9.4.2.73  SSID List €leMent .......coceevueririieiiiiniirieiete ettt 994
9.4.2.74  Multiple BSSID-Index element ...........ccccceeeeveriecienieneeeeienieseeienns 995
9.4.2.75  FMS Descriptor €lement ..........ccceveririerienienenieieieseseeieie e 995
9.42.76  FMS Request €lement .........ccuevcieeiieiiieieeiiese e eve e 996
9.4.2.777  FMS ReSponse €lement..........cccecveruiruieienienieeeeieieiesieeeeeeveseeneneens 998
9.4.2.78 QoS Traffic Capability element ..........ccccoeceevenenecinienenecincreene. 1000
9.4.2.79  BSS Max Idle Period element...........ccecerererinineineneneeeseeee 1001
9.4.2.80 TFS Request €1emMent .........cccoeeveeieriininienienieeeeieie et 1002
9.42.81  TFS ReSponse €lement.........cccccueiveerieireiieiieeie e eereeieeseeesee e e 1004
9.4.2.82  'WNM Sleep Mode element............ccccuevverieneeeesiesienieneeeeneeseseeneens 1005
9.4.2.83  TIM Broadcast Request element............ccccoeeeeriecienenenceenenenienn, 1006
9.4.2.84  TIM Broadcast Response element ............ccecceveeereveeeiencieeneeneennene 1007
9.4.2.85 Collocated Interference Report element ...........c.ccceevueveincncnnennnne. 1008
9.42.86  Channel Usage element............ccoocueeiieriienienienienee e 1009
9.4.2.87  Time ZoNE leMENL .....ccueeueeieriieeieiiiiieiieienie ettt 1010
9.4.2.88°  DMS Request €lement .........c.cccueeveeiienieeiiienieeeesee e e 1011
9.4.2.89  DMS ReSpPONSE ClemMeNt ......c.ecverereieriiriieiieienieeeeeiesieseeeeseeseeseeeneenes 1013
9.42.90  Destination URI element..........cccoeeveereninievenenieccnenenieincneeeenes 1016
9.4.291  U-APSD Coexistence element...........occeceeveererenieneeneneeneeneneeeenne 1017
9.4.2.92  Interworking element ..........cceeveveriirieiierienenieeeeeieree e eeeneesie e 1017
9.4.2.93  Advertisement Protocol element...........ccccevereeinienieneneeneneneennn, 1019
9.4.2.94  Expedited Bandwidth Request element ............cccccevereecvenieninnennnnn. 1021
9.4.2.95  QOS MaP CleMENL.....cceeiiiiiieiieieiieieete ettt 1022
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9.42.96 Roaming Consortium element ............cecereeerieesineeeieee e 1023
9.4.2.97 Emergency Alert Identifier element...........cccceevvevierienencienenenienenn, 1024
9.4.2.98 Mesh Configuration element.............cceceeinenieveneneniniineneneeeeenne 1024
9.42.99  MeshID element........occooeirirenieiiinieee e 1028
9.4.2.100 Mesh Link Metric Report element...........cccceveveeienienereenieneneennn 1029
9.4.2.101 Congestion Notification element ...........cccceeveevierieecieeceenieneeeeeee 1029
9.4.2.102 Mesh Peering Management element .............cceecvevuereeneeceenieniennennnn. 1030
9.4.2.103 Mesh Channel Switch Parameters element............cccceceeceevirernennene. 1031
9.4.2.104 Mesh Awake Window element..........c.cceceevererinienenencceneneneeenn. 1032
9.4.2.105 Beacon Timing element ..........ccccovvrienieneneeieieieeeeeeeseese e 1032
9.4.2.106 MCCAOQP Setup Request element ............coeeeeveenenenenceenenenieinn 1033
9.4.2.107 MCCAOP Setup Reply element .........ccevvereeeeierienieneeienieneeeennns 1034
9.4.2.108 MCCAOP Advertisement Overview element...........c..coeevecerennenene. 1035
9.4.2.109 MCCAOQOP Advertisement element...........ccoeeeeeevuerenenseeneneneennenn 1036
9.4.2.110 MCCAOP Teardown element............cccevuerereeeesieneneeienienieeneneenns 1038
9.4.2. 111 GANN ClIeMENL ....evirinieiieiieieieieiiee ettt eens 1039
9.4.2.112 RANN Cl8MENL...c..eoviiiiriiriiiieienieeitcienie ettt 1039
9.42.113 PREQ €lement.......ccccceviriiiiininiiiiiniinieteenieneneeceie e 1040
9.4.2.114 PREP €lement ......ccceevieruiriiiieiinieeiieieie sttt e 1042
9.4.2.115 PERR €leMENt....c.cccviiiiieiieieieciicieiee ettt 1044
9.42.116 PXU €leMeNt ......ccccceruimiiiiiiiinieieiienieteteesiesteeee et 1045
9.4.2.117 PXUC €lemMent .....cc.eeieruereiriieieniiniieienie ettt 1046
9.4.2.118 Authenticated Mesh Peering Exchange element.............cccccecvevennnne 1047
9.4.2. 119 MIC €leMENL ......ovinieeieiieieieiieee ettt st seenes 1047
9.4.2.120 Quality-of-Service Management Frame Policy element................... 1048
9.4.2.121 Intra-Access Category Priority element..........cccoveveeievenineeniennnnne 1049
9.4.2.122  SCS Descriptor €lemMent .........ccceeeeerierieeiriieeieecieesreeieesee e see e 1050
9.4.2.123 QLoad Report 1ement ...........ceceririerieniesinieienieeeeeeiesreeeeie e 1051
9.4.2.124 HCCA TXOP Update Count element ............ccevevereereeneneeruenenne 1053
9.4.2.125 Higher Layer Stream ID element ..........cccoeceeviecieneenienieieeeeee, 1054
9.4.2.126 GCR Group Address element ...........ccccevereerierierieneeieenienieeeeeeniene 1054
9.4.2.127 DMG BSS Parameter Change element............c.coccevereeveneneenenenne 1055
9.4.2.128 DMG Capabilities element.........c.cccervverierierieieriereneeeeneseeeesreneeens 1055
9.4.2.129 DMG Operation element ............ccceveereerereeieienieneeeenieseeseeieneeene 1063
9.4.2.130 DMG Beam Refinement element..............ccceeveeverenenieneneneenenene 1064
9.4.2.131 DMG Wakeup Schedule element.............ccoceevverereneeieeneneeeenienene 1066
9.4.2.132 Extended Schedule element ............ccceeceeverininienienenieieneeceienene 1067
9.4.2.133 STA Availability element ..........c.ccceevverierireeieienieeeeeese e 1069
9.4.2.134 DMG TSPEC element.........c..cccoeriniecirenineeineneeeenenieneeeeeennenne 1070
9.4.2.135 Next DMG ATI €lement ....c..ccueeeeriiririeninieeieienienieeeeieseesieeee e 1073
9.4.2.136 Channel Measurement Feedback element............cccecvevverieneereniennnnn. 1074
9.42.137 Awake Window element..........c.ccecvvireiiiniinienenieninineneeeeeenenne 1076
9.4.2.138 Multi-band element .........ccccoceveeriiririeniininiieeeeeseeeee e 1076
9.4.2.139 ADDBA EXtension €lement ...........ccccecevereereerieneereenienieseesienesnnens 1079
9.4.2.140  Next PCP List lement .........cccocereririreneiienieieeeeseeeeee e 1079
9.4.2.141 PCP Handover element ..........c.cceceririerienieneneeieieseeeeneesieseenee e 1080
9.4.2.142 DMG Link Margin element ...........ccccecevereeienenenenieenenenienienene 1080
9.4.2.143 DMG Link Adaptation Acknowledgment element........................... 1081
9.4.2.144 Switching Stream element .............ccceceevenerininiienereeeeeee 1082
9.4.2.145 Session Transition €lement ...........cocevceevierenenenieneneneeneneneeene 1083
9.4.2.146 Dynamic Tone Pairing (DTP) Report element ...........cccceevverrrrnrennne. 1084
9.4.2.147 Cluster Report element ............cccceeveineniiiininenieiieneieec e 1085
9.4.2.148 Relay Capabilities element.........c.cceevverrerieeerreeeeieneneeeeseeseeeeneenns 1086
9.4.2.149 Relay Transfer Parameter Set element...........cccceveveererceenienereenennn. 1087
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9.4.2.150 Quiet Period Request element.............ccceeveeeienienieeieee e 1088
9.4.2.151 Quiet Period Response element ...........ccoceveeeecieienieneeccenienesiennn, 1089
9.4.2.152 BeamLink Maintenance element .............ccccevererienenenceneneneeinn, 1089
9.4.2.153 Multiple MAC Sublayers (MMS) element ..........cccceverevererrererennnne. 1090
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9.4.2.155 ECAPC Policy €lement ..........ccceevueeriierieiienieeie e ereeie e 1092
9.4.2.156 Cluster Time Offset element ...........cccecveviereeeeeecienienecieeeeeeeennne 1093
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9.4.2.163 Channel Switch Wrapper element.............ccecveverieecieeceeneenieeenene 1108
0.4.2.164  AID ClEMENt......ccuieeieieiieiieieie ettt ettt st 1109
9.4.2.165 Quiet Channel element..........coceeeeruirirerienenieeieieese e 1109
9.4.2.166 Operating Mode Notification element ............ccceveeieerieniencennnne. 1110
9.4.2.167 UPSIM €lement.......cccooerueeriirienieiiinieieceenieneneeceie st 1110
9.4.2.168 Fine Timing Measurement Parameters element...........c..ccccceverueenene. 1111
9.4.2.169 Device Location lement .............ccceeverierieeeeeeeeienieneeeenieseeeenee s 1115
9.4.2.170 'White Space Map €lement ...........ccceceveevienereeienieneeieie e 1115
9.4.2.171 Reduced Neighbor Report element...........ccccceeveerrcieeciienienienieeee 1115
9.4.2.172 TVHT Operation €lement ............ccceeeeeeriererierierieneeeenieneeeereneenns 1117
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IEEE Standard for Information technology—

Telecommunications and information exchange between systems
Local and metropolitan area networks—

Specific requirements

Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications

1. Overview

1.1 Scope

The scope of this standard is to define one medium access control (MAC) and several physical layer (PHY)
specifications for wireless connectivity for fixed, portable, and moving stations (STAs) within a local area.

1.2 Purpose

The purpose of this standard is to provide wireless connectivity for fixed, portable, and moving stations
within a local area. This standard also offers regulatory bodies a means of standardizing access to one or
more frequency bands for the purpose of local area communication.

1.3 Supplementary information on purpose

Specifically, in the context of IEEE 802.11™-compliant devices, this standard

— Describes the functions and services required by a device to operate within independent, personal,
and infrastructure networks as well as the aspects of device mobility (transition) within those
networks.

—  Describes the functions and services that allow a device to communicate directly with another such
device outside of an independent or infrastructure network.

—  Defines the MAC procedures to support the MAC service data unit (MSDU) delivery services.
— Defines several PHY signaling techniques and interface functions that are controlled by the MAC.

—  Permits the operation of a device within a wireless local area network (WLAN) that coexists with
multiple overlapping IEEE 802.11 WLANS.

—  Describes the requirements and procedures to provide data confidentiality of user information and
MAC management information being transferred over the wireless medium (WM) and
authentication of devices.

—  Defines mechanisms for dynamic frequency selection (DFS) and transmit power control (TPC) that
may be used to satisfy regulatory requirements for operation in any band.
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—  Defines the MAC procedures to support local area network (LAN) applications with quality-of-
service (QoS) requirements, including the transport of voice, audio, and video.

— Defines mechanisms and services for wireless network management of devices that include BSS
transition management, channel usage and coexistence, collocated interference reporting,
diagnostic, multicast diagnostic and event reporting, flexible multicast, efficient beacon
mechanisms, proxy ARP advertisement, location, timing measurement, directed multicast, extended
sleep modes, traffic filtering, and management notification.

— Defines functions and procedures aiding network discovery and selection by devices, information
transfer from external networks using QoS mapping, and a general mechanism for the provision of
emergency services.

—  Defines the MAC procedures that are necessary for wireless multi-hop communication to support
wireless LAN mesh topologies.

—  Defines medium access control mechanisms to support the prioritization of Management frames.

—  Defines mechanisms to improve audio video (AV) streaming QoS while maintaining data and voice
performance.

— Defines the PHY signaling, MAC, and beamforming procedures required for operation with
directional antenna patterns.

1.4 Word usage

In this document, the word shall is used to indicate a mandatory requirement. The word should is used to
indicate a recommendation. The word may is used to indicate a permissible action. The word can is used for
statements of possibility and capability.

The construction “x to )" or “x-y” represents an inclusive range (i.e., the range includes both values x and y).
The construction “up to y” represents an inclusive upper bound (i.e., the range includes the value y).

Any action specified as relating to a SAP primitive is to be interpreted as an action on an invocation or
instance of that primitive.

If <x> represents a scalar field, scalar subfield, scalar parameter or scalar MIB attribute:

— if “<x>1is” is used in a context that relates to the testing or setting the value of “<x>” this usage is to
be interpreted as though written “the value of <x> is”

— “<x> indicate(s)” is to be interpreted as though written “the value of <x> indicate(s)”
— “indicated by <x>” is to be interpreted as though written “indicated by the value of <x>"

— “<x> that indicate” is to be interpreted as though written “<x> whose value indicates”

If <x> represents a frame, element, subelement, structured field, structured subfield, structured parameter or
structured MIB attribute:

— “<x> indicate(s)” is to be interpreted as though written “the contents of <x> indicate”
— “indicated by <x>” is to be interpreted as though written “indicated by the contents of <x>"

— “<x> that indicate” is to be interpreted as though written “<x> whose contents indicate”

If <x> represents a SAP primitive:
— “<x>indicate(s)” is to be interpreted as though written “the (or an) invocation of <x> indicates”

— “indicated by <x>” is to be interpreted as though written “indicated by the (or an) invocation of
<X>”
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The construction of descriptions for uses of the SHA family of hash functions [HMAC-]SHA-<1,256,384>[-
n] is used to refer to hash functions/HMACSs where square brackets indicate optional information, and # is an
integer indicating the length, in bits, of the output when truncating.

1.5 Terminology for mathematical, logical, and bit operations

Floor (x), also written as | x |, is the largest integer smaller than or equal to x. For example, Floor (2.3) is 2
and Floor (-2.3) is —3. The two parameter form, Floor (x, y), is the largest multiple of y smaller than or
equal to x; this operator is not used in this standard if y is negative. For example, Floor (3.3, 2) is 2 and
Floor (-3.3, 2) is 4.

Ceil (x), also written as [ x| is the smallest integer larger than or equal to x. For example, Ceil (2.3) is 3 and
Ceil (-2.3) is —2. The two parameter form, Ceil (x, y), is the smallest multiple of y larger than or equal to
x; this operator is not used in this standard if y is negative. For example, Ceil (2.3, 2) is 4 and Ceil (-2.3, 2)

is 2.

Round (x) is the integer closest to x, rounding values with a fractional part of 0.5 away from zero. For
example, Round (2.3) is 2, Round (2.5) is 3, Round (-2.3) is —2 and Round (-2.5) is 3.

x mod y is the remainder when x is divided by y; this operator is not used in this standard if y is negative; the
result is positive even if x is negative. For example, 5 mod 3 is 2 and =5 mod 3 is 1.

The symbol @ represents bitwise exclusive OR (XOR).
log2 (x) is the logarithm of x to the base 2. For example, log2 (32) is 5.

Re (2) is the real part of complex number z. Im (z) is the imaginary part of complex number z (not including
the factor 7). For example, Re (1 — 2i) is 1 and Im (1 — 2{) is -2.

x && y is the short-circuiting Boolean AND.

x || v is the concatenation of x and y, except in code, where it sometimes is the short-circuiting Boolean OR
(as determined by the context).

Ix is the Boolean NOT.

x >>y is x logically shifted right (i.e., zeros are inserted at the most significant end) by y; this operator is not
used in this standard if y is negative.

x <<y isx shifted left (i.e., zeros are inserted at the least significant end) by y; this operator is not used in this
standard if y is negative.

x ==Yy is Boolean equality.

x |=y Boolean inequality.

x & y, where x and y are numbers, is the bitwise AND of x and y.
x | y, where x and y are numbers, is the bitwise OR of x and y.

0x introduces a hexadecimal number. For example, 0x12 is 18 decimal.
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L (S, F, N) is bits F' to F+N-1 of the bit string S starting from the left, using the IEEE 802.11 bit conventions
from 9.2.2.

Truncate-N (S) is bits 0 to N—1 of the bit string S starting from the left, using the IEEE 802.11 bit
conventions from 9.2.2). Other bits are irretrievably deleted.

exp (x) is e to the power x, where e is the base of natural logarithms.

2. Normative references

The following referenced documents are indispensable for the application of this standard (i.e., they must be
understood and used; therefore, each referenced document is cited in the text and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) at the time of
publication of this standard applies.

3GPP TS 24.302, Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3.1

ETSI EN 301 893, Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN; Part 2:
Harmonized EN covering essential requirements of article 3.2 of the R&TTE Directive.’

FIPS PUB 180-4, Secure Hash Standard.

FIPS PUB 197, Advanced Encryption Standard (AES).

TIANA EAP Method Type Numbers, http://www.iana.org/assignments/eap-numbers.
IEEE Std 754™-2008, IEEE Standard for Binary Floating-Point Arithmetic.*?

IEEE Std 802®-2014, IEEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture.

IEEE Std 802.1AS™, IEEE Standard for Local and Metropolitan Area Networks—Timing and
Synchronization for Time-Sensitive Applications in Bridged Local Area Networks.

IEEE Std 802.1Q™-2003, IEEE Standard for Local and Metropolitan Area Networks: Media Access
Control (MAC) Bridges and Virtual Bridged Local Area Networks.

IEEE Std 802.1Q™-2011, IEEE Standard for Local and Metropolitan Area Networks: Media Access
Control (MAC) Bridges and Virtual Bridged Local Area Networks.

IEEE Std 802.1X™-2010, IEEE Standard for Local and Metropolitan Area Networks: Port-Based Network
Access Control.

IEEE Std 802.21™-2008, IEEE Standard for Local and Metropolitan Area Networks: Media Independent
Handover Services.

13GPP™ documents are available from the 3rd Generation Partnership Project Web site (http://www.3gpp.org).
2ETSI documents are available from the European Telecommunications Standards Institute (http://www.etsi.org).
3FIPS publications are available from the National Technical Information Service (NTIS) (http://csrc.nist.gov).

“The IEEE standards or products referred to in this clause are trademarks owned by The Institute of Electrical and Electronics
Engineers, Inc.

SIEEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.icee.org/).
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IEEE Std 802.3™-2012, IEEE Standard for Ethernet.

IETF RFC 791, Internet Protocol, Sept. 1981.°

IETF RFC 826, An Ethernet Address Resolution Protocol, David C. Plummer, November 1982.
IETF RFC 925, Multi-LAN Address Resolution, J. Postel, Oct. 1984.

IETF RFC 1035, Domain Names — Implementation and Specification, P. Mockapetris, Nov. 1987.

IETF RFC 1042, A Standard for the Transmission of IP Datagrams over IEEE 802% Networks, J. Postel, J.
Reynolds, Feb. 1988.

IETF RFC 1321, The MD5 Message-Digest Algorithm, Apr. 1992 (status: informational).

IETF RFC 2104, HMAC: Keyed-Hashing for Message Authentication, H. Krawczyk, M. Bellare,
R. Canetti, Feb. 1997 (status: informational).

IETF RFC 2409, The Internet Key Exchange (IKE), D. Harkins, D. Carrel, Nov. 1998 (status: Standards
Track).

IETF RFC 2460, Internet Protocol, Version 6 (IPv6), S. Deering, R. Hinden, Dec. 1998.
IETF RFC 5424, The Syslog Protocol, R. Gerhards, March 2009.

IETF RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm, J. Schaad, R. Housley,
Sept. 2002 (status: informational).

IETF RFC 3610, Counter with CBC-MAC (CCM), D. Whiting, R. Housley, N. Ferguson, Sept. 2003
(status: informational).

IETF RFC 3629, UTF-8, a transformation format of ISO 10646, F. Yergeau, Nov. 2003.

IETF RFC 3748, Extensible Authentication Protocol (EAP), B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson,
H. Levkowetz, June 2004.

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, Jan. 2005.

IETF RFC 4017, Extensible Authentication Protocol (EAP) Method Requirements for Wireless LANs, D.
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